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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Ghi nhan chién dich tin céng gy anh huong toi
16 tién ich mo rong trén Chrome dan tgi 16 lot di ligu.

- Canh bao: Apache dua ra canh béo vé céc 16 hong an toan thdng tin nghiém
trong trén MINA, HugeGraph, Traffic Control.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 7.083 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Ghi nhan chién dich tin cong
gay anh hwéng téi 16 tién ich mé rong trén Chrome dan téi

A U |
10 lot dix liéu

Gan day, cac chuyén gia bao mat da ghi nhan
mét chién dich tan céng nham vao cac tién ich
ma& rong trén trinh duyét Google Chrome, dan téi
viéc it nhat 16 tién ich da bi anh huong va khién
dir liéu cua hon 600.000 nguoi dung bi 10 lot,
danh cap.

Chién dich nay tan cong nham vao cac nha
phat hanh tién ich trinh duyét trén Chrome Web
Store théng qua hinh thac phishing va stir dung
quyén truy cap dat dugc tir ho dé chén ma doc
VAo c4c tién ich. Muc tiéu 1a dé danh cap cookie
va token truy cap cua ngudi dung.

Cu thé, tién ich bi anh hudéng dau tién duoc
ghi nhan thuoc so hiru cua hadng bao mat
Cyberhaven, khi mot nhé&n vién cta hang bi lra
va lam mat quyén truy cap vao tay d6i tuong tan
cong, cho phép ddi twong phat hanh phién ban
doc hai cuaa tién ich vao ngay 24/12. Phién ban
doc hai cua tién ich c6 kha nang két ndi téi may
chu C&C, tai file cau hinh va trich xuét di liéu
nguoi dung.

Email phishing duoc ddi twong st dung
duoc cho la tai tir “Google Chrome Web Store
Developer Support” c6 muc dich tao ra van dé
cap béach gia tao cho ngudi nhan bang cach noi
rang tién ich cia hang nay dang dimg trudc
nguy co bi go bo khoi Web Store do vi pham
chinh sach. Trong email, d6i tuong ciing giuc
nguoi dung bam vao duong dan doc hai dé
chap nhan chinh sach méi, khi bam vao s&
duoc diéu hudng téi mot trang c6 chirc ning
cap quyén téi mot ang dung Oauth doc hai co
tén “Privacy Policy Extension™.

Sau d6, dbi tuong tan céng s& dat duoc
quyén truy cap can thiét dé co thé tai Ién tién
ich doc hai téi Chrome Web Store.

Mot sé tién ich mo rong khac bi anh
hudng gom cd: Al Assistant - ChatGPT and
Gemini for Chrome; Bard Al Chat Extension;
GPT 4 Summary with OpenAl; Search
Copilot Al Assistant for Chrome; TinaMInd
Al Assistant; Wayin Al; VPNCity; Internxt
VPN:; Vindoz Flex Video Recorder;
VidHelper Video Downloader; Bookmark
Favicon Changer; Castorus; Uvoice; Reader
Mode; Parrot Talks; Primus; Tackker - online
keylogger tool; Al Shop Buddy; Sort by

Ngudn: https://thehackernews.com/2024/12/16-chrome-extensions-hacked-exposing.html
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Oldest; Rewards Search Automator; ChatGPT Ngoai ra, tai thoi diém hién tai vin chua
Assistant - Smart Search; Keyboard History —phét hién dugc nhém ddi twong tan cong dang
Recorder; Email Hunter; Visual Effects for sau chién dich nay la ai.

Google Meet; Earny - Up to 20% Cash Back. Mt s ToC dwgc ghi nhan:

Véi viéc nhiéu tién ich mo rong bi anh
hudng da ching minh duoc quy mé cua chién
dich tAn cong nay 1a rét 16n. Theo y kién t | 149-28.124[ ]84 149.248.2[ ]160
mot chuyén gia bao mat, cd kha ning chién
dich nay da dién ra ké tir ngay 05/04/2023
hoac tham chi 1a ¢t hon khi mét domain C&C
duoc sur dung c6 ngay dang ky tir nam 2021.

cyberhavenext[.]Jpro | api.cyberhaven[.]pro

Céc tién ich mé rong mét khi bi anh huéng
s€ ¢o6 phuong thic thyc hién hanh vi doc hali
theo hudng riéng, ddi véi ghi nhan cua hang
Cyberhaven, tién ich doc hai nay nham vao di
liéu danh tinh, token truy cap cua tai khoan
Facebook, cu thé hon 1a tai khoan cua
Facebook Ads.

Hién cac chuyén gia bao mat vin dang tiép
tuc qua trinh ra quét nham phat hién thém cac
tién ich mo rong bi anh huong, tuy nhién tinh
phic tap va pham vi caa chién dich nay 1a mot
161 canh bdo cho cac nha phét trién dé ho cai
thién kha nang bao mat cua tién ich do minh
phat hanh.

Ngudn: https:/thehackernews.com/2024/12/16-chrome-extensions-hacked-exposing.html
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‘Canh bao: Apache dwa ra canh bao vé cac 15 héng an toan
thong tin nghiém trong trén MINA, HugeGraph, Traffic

Control"

Gan day, hing Apache Software
Foundation da phat hanh ban va nham sira ba
16 hong anh huéng toi giai phap MINA,
HugeGraph-Server va Traffic Control.

Mot trong céac 16 hong duoc va 1a CVE-
2024-52046 (Piém CVSS: 10.0) giy anh
hudng t6i giai phap MINA, cu thé 13 trén ham
“ObjectSerializationDecoder” gay ra boi
viéc giai tuan tu Java khong duoc bdo mat,
qua d6 cho phép dbi tuong tan cong thuc thi
mi tir xa. Hang Apache ciing cho biét, 18
hong nay chi co thé bi khai thac néu phuong
thirc “loBuffer#getObject()” duoc st dung
két hop vo1 mot ) 16p cu thé. Ngoai viéc cap
nhat ban vé, ngudi dung con can phai thiét
lap viéc tir chdi tit ca cac 19p, trir cac 1op
dugc ghi trong danh sach cho phép dua ra boi
Apache.

L& hong tha hai c6 ma CVE-2024-43441, 14
151 cho phép dbi tuong tan coogn bo qua bién
phap bao mat x4c thuc ton tai trén HugeGraph-
Server. Xay ra do logic x&c thuc khong dugc
Xtr Iy dtng cach.

LS hong tha ba dugc va la CVE-2024-
43587 ton tai trén Software Foundation va Ia
15i SQL Injection xay ra do thiéu sét trong
khong lam sach dir liéu dua vao trén cau truy
van SQL, tir 6 cho phép dbi tuong tan cong
thuc thi 1énh SQL tiy y thdng qua yéu cau
PUT.

Cac quan tri vién hé théng duoc Apache
khuyén nghi nén cap nhat ban va sém nhat cé
thé dé tranh rai ro bi anh hudng boi tan cong
ctia cac nhom doi tuong khai thac cac 16 hong
nay.

Nguon: https://www.bleepingcomputer.com/news/security/apache-warns-of-critical-flaws-in-mina-hugegraph-traffic-

control/


https://www.bleepingcomputer.com/news/security/apache-warns-of-critical-flaws-in-mina-hugegraph-traffic-control/
https://www.bleepingcomputer.com/news/security/apache-warns-of-critical-flaws-in-mina-hugegraph-traffic-control/
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \ 5hing

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 589 15 hong, trong do
c6 79 16 hdng muc Cao, 124 16 hong mac
Trung binh, 32 156 hong muc Thap va 354 15
hong chua danh gia. Trong d6 c6 it nhat 43 1§
hong cho phép chén va thuc thi ma lenh.

Ngoai ra, tuan hé théng ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cona.

Trong d6, dang chu y ¢6 03 16 hong anh huong cac san pham cua Acclaim, Palo Alto
Networks va Apache, cu thé 1a nhu sau:

e CVE-2024-56338 (Piém CVSS: Chwa xac dinh): L5 hong ton tai trén Apache Tomcat 1a
15i Time-of-check Time-of-use (TOCTOU) Race Condition xay ra khi nguoi ding cb truy
cap vao mot file dang duoc chinh stra bai mot tién trinh khac. Déi twong tin cong sau khi
khai thac thanh cong cd thé thuc thi ma tir xa. Hién 16 hong chua c6 ma khai thac va dang bi
khai théac trong thuc té.

e CVE-2021-44207 (Piém CVSS: 8.1 — Cao): L hong ton tai trén Acclaim USAHERDS
xay ra do thong tin xac thyuc trén giai phap dwoc sir dung mét cach cb dinh va dinh san tur
truéc. Hién 16 hong chwra co6 ma khai thac va dang bi khai thac trong thuc té

e CVE-2024-9474 (Piém CVSS: 7.2 — Cao): L4 hong ton tai trén Palo Alto Networks PAN-
OS cho phép dbi tugng tan cong véi quyen quan tri vién co thé truy cap vao giao dién web
va thyuc hién cac hanh vi trai phép trén tudng lira véi dic quyeén root, tir d6 dan téi viéc leo
thang dac quyén. Hién I8 hong da co6 ma khai thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-56337

- Piém CVSS: Chua x4c dinh

- Anh huong: Apache Tomcat

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tir xa

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-56337

CVE-2021-44207

- biém CVSS: 8.1 (Cao)

- Anh huoéng: Acclaim USAHERDS

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thyc thi c&c hanh vi trai phép.

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong méi truong thyuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2021-44207

CVE-2024-9474

- biém CVSS: 7.2 (Cao)

- Anh huong: Palo Alto Networks PAN-OS

- M6 ta: LS hong cho phép ddi twong tan cong
thuc hién tan cong leo thang dac quyén

- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-9474

CVE-2024-3393

- biém CVSS: 8.7 (Cao)

- Anh huong: Palo Alto Networks PAN-OS

- M6 ta: LS hong cho phép ddi twong tan cong
thuc hién tan cong tir chdi dich vu

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-3393

CVE-2024-40896

- Piém CVSS: 9.1 (Nghiém trong)

- Anh huong: libxml2

- M6 ta: Ld hong cho phép ddi tugng tin cong truy
cap va thuc hién cac hanh vi trai phép

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong mdi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-40896
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TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-45387

- Biém CVSS: 9.9 (Nghiém trong)

- Anh huong: Apache Traffic Control

- Mb ta: L6 héng cho phép dbi twong tin cong
khai thac 16i SQL Injection

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-45387

CVE-2024-50379

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Apache Tomcat

- M6 ta: LS hong cho phép dbi twong tan cong
thuc thi ma tur xa

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-50379

CVE-2024-12856

- Biém CVSS: 7.2 (Cao)

- Anh huong: Route Four-Faith mau F3x24 va
F3x36

- M0 ta: L hong cho phép dbi tugng tan cong
thuc thi ma tur xa

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong méi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-12856

CVE-2024-21182

- Piém CVSS: 7.5 (Cao)

- Anh huong: Oracle WebLogic Server

- M6 ta: Ld hong cho phép ddi tugng tan cong truy
cap va thuc thi cac hanh vi trai phép

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi truong thyc t€ bgi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-21182

10

CVE-2024-53961

- Piém CVSS: 7.4 (Cao)

- Anh huong: ColdFusion

- M ta: L6 hong cho phép dbi tuong tan cong truy
cap va thyec thi cac hanh vi trai phép.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-53961
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n c6 n g D R D OS Bidu @6 thing ké ;:f%éth :2 nllleu cdng dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tro thanh ngudn
phét tan tan cong DRDoS. Trong tuan c6 - v
34.860 (tang so véi tuan trudc 31.516) s

thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c¢6 37 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 37 trudng hop tan cong lira
dao (Phishing), 0 truong hop tan cong
cai cim ma doc.

Théng ké tin cong vao
trang/cong thding tin dién ti
cia Viét Nam

Cii ma doc 0

Lira dao (Phishing) 37
Darkmailer
Other
Cutwail
Stealrat
Gamut
lotbotnet
Botnet oo

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dwoc st dung trong cac mang botnet

nhom d6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuan, ghi nhan 20 dja chi
IP/domain thudc botnet ¢ anh hudng toi
nguoi dung Viét Nam.

disorderstatus.ru

ygiudewsghct.in

differentia.ru

xjpakmdcfuge.biz

atomictrivia.ru

japghs.info

morphed.ru

amnsreiuojy.ru

a.asense.in

devicesta.ru

thesecond.in

c.deltaheavy.ru

sdk.asense.in

b.deltaheavy.ru

hzmksreiuojy.in

gjogvvpsf.biz

statis.multispacesext.net

Xjpakmdcfuge.com

a.deltaheavy.ru

xjpakmdcfuge.in
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé thdng ciia Cuc An toan thong tin dd ghi nhan 7.083 phan anh truong hop lira dao
truc tuyén do ngudi dung Internet Viét Nam guri vé. Trong do:
- 174 trudng hop phan anh duoc tiép nhan thdng qua hé thong Trang canh bao an toan thong tin Viét
Nam (canhbao.khonggianmang.vn).
- 6.909 trudng hop phan anh cudc goi, tin nhin lira dao thdng qua tong dai 156/5656
Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://amazonl5][.]vip Website gia mao san TMDT Amazon
http://amazonl5[.]vip/#/pages/order/order- o \
2 detail?id=89190 Website gia mao san TMDT Amazon
3 Aconmail[.Jshop Website gia mao Cc;\rlwg n:y TNHH Aeon Viét
4 cucanninhmang24h(.Jcom Website gia mao Cuc ,:;]n ninh mang, B6 Céng
https://dienmay-
xanh24h[.Jonline/?gad_source=1&gclid=CjwKC
5 AiAmMrS7BhBJEiwAei59izI0aldbyUoVni_pjS41F Website gia mao Bién may xanh
zZvVHXSt70b7yY4gCVP_wKgNIsytPvdwI5xoCTu
0QAvVD BwWE
https://kythuatdmayxanh[.Jcom/sua-bep-tu-bep-
hong-ngoai-dien-may- S A
6 xanh/?zarsrc=30&utm_source=zalo&utm_mediu Website gi4 mao Bién may xanh
m=zalo&utm_campaign=zalo
giaohangnhanh88[.]Jcom Website gia mao Giao hang nhanh
https://kbthuhoivontreo[.Jcom/ Website gia mao Kho bac Nha nudc
https:/kbthuhoivontreo[.]Jcom/ Website gia mao Kho bac Nha nuw6c
10 https://vietnam-mensual[.Jcom Website gia mao Netflix
11 https://nzu23516s[.]Jcom/ Website gia mao san TMDT Shopee
12 https://www[.]tbaovn-cms][.]top Website gia mao san TMDT Taobao
13 https://marketing-oder[.]Jcom/ Website gia mao san TMDT Taobao
14 https://tbaovn-cms[.]top/ Website gia mao san TMDT Taobao
15 https://khaosat[.]Jme/survey/tap-doan-buu-chinh- Website gia mao Tap doan Buu chinh Vién
vien-thong-viet-nam-02e9140 théng Viét Nam
Website gia mao Tap doan Dién luc Viét Nam
16 www([.]Jevnspcs[.Jcom (EVN)
17 https://tiktok-svip85[.Jcom/r?code=NXMHDY Website gia mao TikTok
18 https://travelokaintern[.]Jvn/ Website gia mao Traveloka
19 https://chinhphu[.]kbshkdt[.]org/ Website gia mao Van phong Chinh phu
20 https://www/[.]Jvingroupcompany991[.]Jcom/ Website gia mao Vingroup
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




