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1. Tin tiec An toan thong tin

- Chién dich tn cong APT: Nhom tan cong Triéu Tién dung chiéu trd phong
van gia dé phat tan ma doc da nén tang nham vao céc 1ap trinh vién.

- Canh béo: Palo Alto Networks canh bao vé 16 hdng chiém dung tuong lia da
cd ma khai thac trén khéng gian mang.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddao ngwdi dung Viét Nam: 414 truong hop hra dao do nguoi
dung Internet Viét Nam thdng bao.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Nhom tin cong Tridu Tién ding
chiéu tro phéng van gia dé phat tan ma doc da nén tang

5 \ z 1A N R 2
nham vao cac lap trinh vién

Mot nhém tan cong Triéu Tién da bi phat
hién loi dung cac nha phat trién phan mém dang
tim viéc dé phét tan cac phién ban méi caa ma
doc BeaverTail va InvisibleFerret. Nhom tin tac
nay, dugc theo doi dudi ma CL-STA-0240, hoat
dong trong khudn khé chién dich Contagious
Interview, lan dau tién duoc Palo Alto Networks
Unit 42 cong bé vao thang 11 nam 2023.

Theo bao céo, ddi tugng tin cdng gia danh
nha tuyén dung, lién hé véi cac 1ap trinh vién qua
cac nén tang tim viéc. Sau d6, chung mdi nan
nhan tham gia mot cudc phong van truc tuyén,
trong qué trinh do, chiing du dd nan nhan tai va
cai dit ma doc dudi dang phan mém can thiét cho
"bai kiém tra lap trinh."

Qua trinh tan cong bat dau véi ma doc
BeaverTail, vira dong vai tro 1a cong cu tai ma
doc, vira ¢0 kha nang thu thap thong tin trén ca
Windows va macOS.

Sau d6, ma doc nay con mo duong cho
InvisibleFerret, mot backdoor duoc viét bing
Python dé x4m nhap sau hon vao hé thng.

Mic du chién dich da bi phét hién va cong
khai nhung nhom nay van tiép tuc hoat dong va
tham chi con thanh cong trong viéc lra cac lap
trinh vién thuc thi ma doc bang cach nguy trang
dudi hinh thac céc bai kiém tra Iap trinh.

Theo phén tich cua mot s6 chuyén gia bao
mat, cac d6i twong tan cong da st dung cac ung
dung hdi nghi truc tuyén gia mao nhu MiroTalk
va FreeConference.com trén ca hai nén tang
Windows va macOS dé phat tan ma doc
BeaverTail va InvisibleFerret.

Piém noi bat trong chién dich tan cong lan
nay 12 ma doc duoc phat trién trén nén tang Qt,
giup nd tuong thich vai ca Windows va macOS.
Phién ban BeaverTail st dung Qt c6 thé danh cap
mat khau trinh duyét va thu thap dit liéu tir vi tién
dién tu. Viéc ung dung Qt khéng chi giap ma doc
qua mit cac hé thong bao mat ma con cho phép
dbi twong tn cong ma rong pham vi, nham dén
nhiéu nan nhan hon ma khong can thay doi
phuong thirc hoat dong.

Nguén: https://thehackernews.com/2024/10/n-korean-hackers-use-fake-interviews-to.html
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhom tAn cong Tridu Tién diing
chiéu trd phéng van gia dé phat tin ma dgc da nén tang
Y A L 1A < R 2
nham vao cac lap trinh vién

Mi doc BeaverTail khong chi lay cip dir liéu ma con tai xubéng va cai dat backdoor
InvisibleFerret, gom hai phan chinh:

« Payload chinh cho phép dbi twong tan cong diéu khién tir xa, ghi lai hoat dong ban phim
(keylogging), thu thap dir liéu va tai xudng cac cong cu hd tro nhu AnyDesk.

o Trinh danh cép dit liéu trinh duyét chuyén thu thap thong tin ding nhap va dir liéu thé tin
dung.

Céc chuyén gia bao mat nhan dinh réng, cic nhom APT Triéu Tién thuong tién hanh tin cong
vo1 muc tiéu tai chinh. Chién dich 1an nay c6 thé cling vi myc dich do, béi ma doc BeaverTail dugc
thiét ké dé danh cap dir liéu tir 13 loai vi tién dién tir khac nhau.

Mot s6 IoC dwoc ghi nhén:

95.164.17[.]24 185.235.241[.]208

000b4a77b1905cabdb59d2b576f6dalb2ef55a0258 | 9abf6bh93eafb797a3556bealfe8a3b7311
004e4a9e290e9f41fb6923 d2864d5a9a3687fce84bclec4ad28c

0f5f0a3ac843df675168f82021c24180ea22f764f87 | d801adlbeeab3500c65434da51326d76
f82f9f77fe8f0balb7132 48a3c54923d794b2411b7b6a2960f31e

36cac29ff3c503c2123514ea903836d5ad81067508 | de6f9e9e2ce58a604fe22a9d42144191cf
a8el16f7947e3e675a08670 c90b4e0048dffcc69d696826ff7170

fd9e8fcc5bda88870b12h47cbblcc8775ccff285f98 | 0621d37818c35e2557fdd8a729e50ea66
0c4a2b683463b26e36bf0 2ba518df8ca6lad4cc3add5c6deb3cd

9e3a9dbf10793a27361b3cef4d2c87dbd3662646f4 | d5c0b89eldfbe9f5e5b2c3f745af895a36
470e5242074df4ch96c6b4 adf772f0b72a22052ae6dfa045ceab

Nguon: https://thehackernews.com/2024/10/n-korean-hackers-use-fake-interviews-to.html
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“Canh bao: Palo Alto Networks canh bao vé 15 héng chiém

dung twong lira da c6 ma khai thac trén khong gian mgng”

Palo Alto Networks da canh bao nguoi dung
vé cac 16 hong an toan thong tin di c6 ma khai
thac, cho phép cac dbi twong tdn cong chiém
dung tuong ltra PAN-OS. Nhimng 16 hong nay co
thé bi khai thac dé truy cp trai phép vao hé
théng, tiép can thong tin nhay cam nhu thong tin
xéc thuc ctia nguoi ding, tir 6 dan t6i viée chiém
quyén tai khoan quén tri tuong lira.

Cu thé, ddi tugng tan cong co thé doc ndi dung
trong co s& dir liéu Expedition, truy cap cac file
tay y va ghi file tuy y vao by nhd tam trén hé
thdng Expedition. Piéu nay gitp d6i tuong tin
cong thu thap thong tin nhu tén ngudi dung, mat
khau dudi dang vian ban khong ma hda, cau hinh
thiét bi va cac khoa API cua tuong lira PAN-OS.

Céc 16 hong dugc ghi nhan bao gom:

« CVE-2024-9463 (156 hong Command
Injection khong can xac thuc)

« CVE-2024-9464 (16 hong Command
Injection khi da dugc xac thuc)

« CVE-2024-9465 (15 hdng SQL injection
khéng can xéc thyc)

« CVE-2024-9466 (16 hong luu trit thong tin
xac thuc dang van ban khéng méa hoa trong
logs)

« CVE-2024-9467 (16 hong Reflected XSS
khong can xéc thyc)

Ngoai ra, mot chuyén gia bao mat di cong bdé ma khai
thac proof-of-concept, néi chudi 16 hong CVE-2024-
5910 (15i reset thong tin quan tri) vai 16 hong CVE-2024-
9464 (Command Injection), cho phép thuc thi ma tur xa
ma khdng can xac thuc trén may chu Expedition.

Palo Alto Networks cho biét chura ghi nhan truong hop
nao 15 hong nay bi khai thac trong thuc té va da phat hanh
ban va cho cac phién ban Expedition 1.2.96 tro 1én. Tép
van ban khong ma héa bi anh huong béi 16 héng CVE-
2024-9466 s€ dugc x0a trong qud trinh cap nhat.

Nguoi dung duoc khuyén nghi thay doi théng tin xac
thuc va khoa API trén Expedition ciing nhu cac san pham
tuong lira sau khi cap nhat ban va. Néu chua thé cap nhat,
can han ché quyén truy cap vao hé théng mang co
Expedition chi danh cho nhitng ngudi diing ¢ quyén truy
cap.

Trudc do, vao thang 4/2024, Palo Alto Networks da
phat hanh ban va cho 15 hong zero-day CVE-2024-3400,
16 hong nay da bi nhdm UTA0218 khai thac trén céc thiét
bi twong lra PAN-OS.

Nguon: https://www.bleepingcomputer.com/news/security/palo-alto-networks-warns-of-firewall-hijack-bugs-with-
public-exploit/
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\ Nguy co' tan cdng mang tir diém yéu,
Q@ \
|06 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 579 I8 hong, trong do
c6 198 15 hong muc Cao, 265 16 hdng mic
Trung binh, 09 16 hong muc Thap va 107 15
hong chua danh gia. Trong d6 c6 it nhat 117
16 hong cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chu y ¢6 03 16 héng anh hudng cac san pham cua ASUS, GitHub va
LiteSpeed Technologies, cy thé 13 nhu sau:

e CVE-2024-3080 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén router ASUS
cho phép ddi twong tin cong kha ning truy cap vao thiét bi dudi tai khoan nguoi ding bat
ki, qua d6 thuc hién cac hanh vi trai phép khac. Hién 15 hong chua c6 ma khai thac va dang
bi khai thac trong thuc té.

e CVE-2021-4043 (Piém CVSS: 5.5 — Trung binh): L& hong ton tai trén GitHub cho phép
dbi tuwong tan cdng thuc hién tan cong tir chéi dich vu sir dung cac goi tin yéu cau doc hai.
Hién 15 hong da c6 ma khai thac va dang bj khai thac trong thuc té.

e CVE-2024-28000 (Piém CVSS: 9.8 — Nghiém trong): L3 hong tai tai trén LiteSpeed
Technologies LiteSpeed Cache cho phép d6i twong tan cong leo thang dic quyén. Hién 15
hong da c6 ma khai thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-3080

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: ASUS

- M@ ta: L6 hdng cho phép dbi trong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-3080

CVE-2021-4043

- biém CVSS: 5.5 (Trung binh)

- Anh huéng: GitHub

- M6 ta: LS hdng cho phép dbi twong tan cong
thuc hién tan cong tir chdi dich vu.

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2021-4043

CVE-2024-28000

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: LiteSpeed Technologies LiteSpeed
Cache

- M6 ta: LS hong cho phép dbi twong tan cong leo
thang dac quyeén.

- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thuc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-28000

CVE-2024-43572

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft Windows 10, Windows
11, Windows Server 2012, 2016, 2019, 2022.

- M6 ta: L6 héng cho phép d6i twong tan cong
thuc thi ma tir xa.

- L6 hong chua ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc té bai cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-43572

CVE-2024-43573

- biém CVSS: 8.1 (Cao)

- Anh huéng: Microsoft Windows 10, Windows
11, Server 2016, 2019, 2022.

- M6 ta: Ld hong cho phép ddi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong méi truong thuc té bai cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-43573
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TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-43582

- biém CVSS: 8.1 (Cao)

- Anh huong: Microsoft

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tir Xa.

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong mdi truong thuc té bai cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-43582

CVE-2024-9680

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Firefox

- M6 ta: LS hong cho phép dbi twong tan cong
thuc thi ma tir xa.

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong méi trudong thyuc té bai cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-9680

CVE-2024-43047

- biém CVSS: 7.8 (Cao)

- Anh huéng: Qualcomm

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc thi cac hanh vi trai phép.

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-43047

CVE-2024-45519

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Zimbra Collaboration (ZCS)

- M0 ta: L hong cho phép dbi tuong tan cong
thuc thi ma tur xa.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thuc té bai cdc nhdm tan cdng.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-45519

10

CVE-2024-23113

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Fortinet FortiOS, FortiProxy,
FortiPAM, va FortiSwitchManager

- M6 ta: L6 héng cho phép d6i twong tin cong
thuc thi ma tir xa.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-23113
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té'n C6 n g D R Dos Biéu dé théng kél::::)é:":)éil:heo cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
36.023 (giam so V&i tuan trudc 36.892)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Théng ke tin cong vio
trang/cong thong tin dién tir
ciia Viét Nam

Cai ma déc 0

Lira ddo (Phishing) 46

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom db6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phét tin ma dgc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuin, ghi nhan 20 dia chi
IP/domain thugc botnet c6 anh huong toi
nguoi dung Viét Nam.

Tan cong Web

Trong tuan, c6 46 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 46 truong hop tan cong hra
dao (Phishing), 0 truong hop tan cong

cai cam ma doc.

Stealrat
Cutwai
Other

Gamut

Avalanche

Pia chi dworc sir dung trong cic mang botnet

differentia.ru

restless.su

disorderstatus.ru

yk37wagdg.life

amnsreiuojy.ru

api.garageserviceoperation
.com

atomictrivia.ru

spaines.pw

hzmksreiuojy.ru

griefcube.cc

xjpakmdcfuge.biz butterflyjobs.com
restlesz.su aurasport.net
xjpakmdcfuge.in wrapn.net
xjpakmdcfuge.ru rikip.com

xjpakmdcfuge.com

focusdate.com
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Tén cong lira dao nguoi ding Viét Nam

Trong tun da c6 414 phan anh truong hop hira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://amazoul[.]xyz Website gia mao Amazon
2 soyte[.]cc Website gia mao Dich vu cdng quoc gia
3 dichvudienmay-xanh[.]Jonline Website gia mao Dién may xanh
4 https://fasebook[.]Jcom[.]Jvn Website gia mao Facebook
5 giaohangtietkiemvn[.]Jwebsite Website gia mao Giao hang tiét kiém
6 thuongmai-dientu[.]Jcom Website gia mao san TMDT Lazada
7 acb[.]Jchamsockhachhang-the-tructuyen- Website gia mao Ngan hang TMCP A
thang9[.Jcom[.Jvn Chéu )
8 https://acb[.]Jchamsockhachhang-uudai-tructuyen- | Website gia mao Ngan hang TMCP A
thang10[.Jcom][.Jvn Chau )
9 https://acb[.Juudauthekhachhanh-tructuyen- Website gia mao Ngan hang TMCP A
thang10[.Jcom[.Jvn Chéu )
10 https://acb[.]Jchamsocthe-uudaikhachhang[.Jonline | Website gia mao Ngan hang TMCP A
Chéu
acb[.Juudaikhachhang- Website gia mao Ngan hang TMCP A
11 A
chamsocthetructuyen[.]Jcom Chéu )
12 www[.]Jacb[.Juudaikhachhang-tructuyen- Website gia mao Ngan hang TMCP A
the[.Jcom[.Jvn Chéu )
13 www][.]Jacb[.Jchamsocthe-uudaikhachhang- Website gia mao Ngan hang TMCP A
tructuyen[.Jcom Chéu )
14 Website gia mao Ngan hang TMCP A
ach[.Jchamsocthe-uudaitructuyen[.Jcom[.Jvn Chéu
vpbank[.Juudaikhachhang- Website gia mao Ngan hang TMCP Viét
15 chamsocthetructuyen[.Jcom[.]vn Nam Thinh Vuong
16 shinhan[.Jchamsocthe-uudaikhachhang[.]Jcom Website gia mao Ngan hang TNHH
MTV Shinhan Viét Nam
17 tiki886[.]vip Website gia mao san TMDT Sendo
18 https://www[.]sp7588p[.]Jcom Website gia mao san TMBDT Shopee
19 https://jetkingncsc[.]Jonline Website gia mao Trung tam Giam sat an
toan khdng gian mang quoc gia (NCSC)
20 vneid[.Jvieegovn[.]cc Website gia mao VNelD
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




