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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhém APT Moonstone Sleet ciia

Tridu Tién tiép tuc chién dich phat tin ma doc qua npm”’

Moonstone

Sleet

Nhom tan cong Moonstone Sleet, dugc Triéu
Tién hau thuan, moi day da phat tan cac goi npm
doc hai Ién registry JavaScript v&i muc tiéu xam
nhap vao hé thong Windows. Diéu nay cho thay
su dai dang va lién tuc cua chién dich ma nhém
nay dang trién khai.

Vao ngay 7/7/2024, hai goi tin dc hai cé tén
harthat-api va harthat-hash da dugc phat hanh 1én
registry npm. Tuy nhién, ca hai gbi nay khong
thu hut bat ky luot tai xuéng nao va da bi g& bo
chi sau mét thoi gian ngan. Pang chi y, ma doc
trong cac goi nay da tai sir dung ma nguon tir mot
repository GitHub néi tiéng c6 tén node-config,
vén 1a mot cong cu phd bién trong cong ddng lap
trinh.

Moonstone Sleet thudng xuyén trién khai
cac chudi tan céng bang cach phat tan céc tép
ZIP gia mao qua LinkedIn thdng qua cac tai
khoan cong ty gia hoic trén cac nén tang
freelancer, tir d6 Itra nguoi dung thuc thi ma
ddc bang cach tai va chay cac gdi npm gia mao.
Khi thyce thi, goi npm doc hai s€ sir dung 1énh
curl dé két néi véi mot may chi do ké tan cong
kiém soat, tir d6 tai vé cac payload b sung nhu
SplitLoader. Trong mot cudc tin cong khac,
Moonstone Sleet da st dung mét loader npm
doc hai dé danh cap thong tin ding nhap tir quy
trinh LSASS cua Windows.

Cac goi ma doc mai phat hién cua nhém
nay duoc lap trinh dé thuc hién mot script pre-
install dugc chi dinh trong file package.json.
Script nay kiém tra xem hé thong c6 dang chay
Windows hay khdng (théng qua tham s
"Windows_NT"). Néu dting, n6 s& két néi voi
may chiu C&C dé tai vé mot tép DLL, sau d6
st dung binary rundll32.exe dé sideload tép
nay vao hé thong. Mac di tép DLL nay chua
thuc hién cac hanh vi doc hai ngay 1ap tic, diéu
nay c6 thé 1a mot thr nghiém vé co so ha tang
phat tin ma doc, hoac c6 kha nang ma doc thuc
té chua duoc tich hop vao tép DLL truéc khi
no bi phét hién va go bo.

Nguon: https://thehackernews.com/2024/08/north-korean-hackers-moonstone-sleet.html



https://thehackernews.com/2024/08/north-korean-hackers-moonstone-sleet.html

NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

Thong tin vé hoat dong cua Moonstone Sleet lan nay xuét hién trong bdi canh Han Quéc da
canh béo vé cac chién dich tan cong khac tir cac nhom tin tic Triéu Tién nhu Andariel va Kimsuky.
Céac nhém nay dd nhdm muc tiéu vao nganh xay dyng va may maéc cia Han Quéc, phét tan cac ma
doc nhu Dora RAT va TrollAgent (con goi 1a Troll Stealer). Pang chu ¥, chudi tin cdng cua Dora
RAT di khai thac co ché cap nhat cua phan mém VPN noi dia dé phat tan ma doc, giy ra nguy co
I6n cho cac hé thdng bi tin cong.

Mt s6 ToC dwgc ghi nhan:

harthat-api-v1.3.1.zip

harthat-hash-v1.3.3.zip

142.111.77[.]196
d2a74db6b9c900ad29a81432af72eee8ed4e22bf61055e7e8f7a5f1a33778277

Ngudn: https://thehackernews.com/2024/08/north-korean-hackers-moonstone-sleet.html
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*Canh bao: Chién dich tin cong théng qua Windows

Update c6 thé "g& bé™ cac ban va hé théng”"

B8 Windows

Windows Zero-day Downgrade Attack

Tai sy kién Black Hat 2024, mot chuyén gia
bao mat tir SafeBreach da tiét 16 mot hinh thirc
tan cong ha cap qua Windows Update. Phuong
phap nay khai thac hai 16 hong zero-day (CVE-
2024-38202 va CVE-2024-21302) nham lam
mat hiéu luc cac ban va trén Windows 10,
Windows 11 va Windows Server, khién cac 15
hong di dugc va trude d6 quay tro lai.

Microsoft dd phat hanh canh bao vé hai 18
héng zero-day chua dugc va (CVE-2024-
38202 va CVE-2024-21302) trong budi thuyét
trinh tai Black Hat, dong thoi cung cap cac bién
phap giam thiéu nguy co cho dén khi ban va
chinh thirc dugc phat hanh.

Trong hinh thtc tin cong nay, dbi tuong tan
cdng cd thé budc hé thdng quay vé cac phién ban
phan mém cii, khién cac 15 hong dd duogc va trudc
d6 xut hién tro lai va co thé bi khai thac. Cu thé,
quy trinh cap nhat caa Windows c6 thé bi khai thac
dé ha cap cac thanh phan quan trong cua hé diéu
hanh, nhu thu vién lién két dong (DLL) va NT
Kernel. DU cé&c thanh phan nay da bi ha cép,
Windows Update van béo céo rang hé théng dugc
cap nhat dy du, va céc cong cu khéi phuc hoic
quét khong phat hién ra van dé.

Khi céc 16 hong zero-day nay bi khai thac, doi
tugng tan cong c6 thé ha cap Secure Kernel cua
Credential Guard, Isolated User Mode Process va
hypervisor cia Hyper-V. Biéu nay lam 16 ra céc 15
hong leo thang dic quyén di duoc va trude d6. Cac
chuyén gia bao mat cho biét, phuong phap tan cong
nay c6 thé bién nhiing 15 hong da dugc va thanh 15
hong zero-day, khién khéi niém "h¢ thdng da dugc
va" khong con y nghia trén tat ca cac may tinh
Windows.

Tinh nghiém trong cua hinh thic tan cong nay
la n6 khong thé bi phat hién, khong bi chin bai céc
giai phap Endpoint Detection & Response (EDR),
va khong thé dugc nhan dién bai nguoi ding vi
Windows Update van bao cdo rang hé théng da
duoc cap nhat day du, di thyc té da bi ha cap.

Ngudn: https://www.bleepingcomputer.com/news/microsoft/windows-update-downgrade-attack-unpatches-fully-

updated-systems/
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Canh bao: Chién dich tén cong théng qua Windows

Update c6 thé "gé bé' cac ban va hé théng”"

Chuyén gia bao mat da théng bao cho Microsoft vé cac 16 hong tir thang 2 ndm 2024, nhung dén
nay, Microsoft van chwa phat hanh ban va cho CVE-2024-38202 (leo thang dic quyén trén Windows
Update Stack) va CVE-2024-21302 (leo thang dic quyén trén Windows Secure Kernel Mode). L3
hong CVE-2024-38202 cho phép d6i twong tin cong co quyén ngudi diung co ban "gd bo" cac ban va
hoic vuot qua bao mat Virtualization Based Security (VBS). Trong khi d6, 16 hong CVE-2024-21302
cho phép dbi twong tin cong sir dung quyén quan tri thay thé cac file hé théng Windows bang cac
phién ban cii hon.

Hién chua c6 bao céo vé viéc hai 16 hong nay bi khai thac thuc té. Nguoi dung dugc khuyén nghi
thuc hién cac bién phap giam thiéu rui ro khai thac cho dén khi ban vé chinh thirc dugc phat hanh.
Chuyén gia bao mat ciing nhan manh rang hinh thtrc tan cong nay c6 thé khong chi anh hudng dén
Windows ma con c6 thé tiém tang nguy co ddi véi cac hé diéu hanh khac.

Nguon: https://www.bleepingcomputer.com/news/microsoft/windows-update-downgrade-attack-unpatches-fully-
updated-systems/
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\ Nguy co tan cong mang tir diém yéu,
Q \ N
|0 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 773 16 hong, trong do ‘ ™.
c6 200 15 hong mac Cao, 254 16 héng mac (o SN S e
Trung binh, 26 15 hong mac Thap va 29316 | NG % (o sl
hong chua d4nh gia. Trong d6 c¢6 it nhat 90 16 | (% .
hong cho phép chén va thyc thi ma 1énh. N 2 g L Acronis

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chii y ¢6 03 16 hong anh huéng cac san pham cua 1Password va Microsoft,
cu thé 1a nhu sau:

e CVE-2018-0824 (Piém CVSS: 8.8 - Cao): L hong ton tai trén “Microsoft COM for
Windows” cho phép ddi tuong tan cong thuc thi ma tir xa théng qua 16i xtr Iy ddi tuong
tuan ty that bai. Hién 16 hong da c6 ma khai thac va dang bi khai thac trong méi truong
thuc té.

e CVE-2024-42219 (Piém CVSS: 7.0 — Cao): L6 hong ton tai trén @ng dung 1Password cho
hé diéu hanh macOS, xay ra do qué trinh xac thuc lién lac gitta cac tién trinh XPC that bai.
Cho phép ddi tugng tan cong truy cap va trich xuit cac thong tin luu trong tng dung. Hién
16 hong chua c6 ma khai thac va chua ¢ ghi nhan khai thac trong méi trudng thuc té boi
c4c nhom tan cong

e CVE-2024-42218 (Piém CVSS: 6.3 — Trung binh): L3 hdng ton tai trén ung dung
1Password cho hé diéu hanh macOS. Pdi tugng tan cong co thé khai thac 16 hong bang
cach vuot qua cac bién phap bao mat ciia macOS, qua d6 cho phép dbi twong tan cong truy
cap va trich xuét cac thong tin luu trong tng dung. Hién 16 hong chura c6 ma khai thac va
chua c6 ghi nhan khai thac trong méi trudng thyc té bai cac nhom tan cong.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2018-0824

- biém CVSS: 8.8 (Cao)

- Anh huéng: Microsoft Windows 7, Windows 8
Windows 10, Windows 11, Windows Server
2012.

- M6 ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tuy y.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2018-0824

CVE-2024-42219

- Biém CVSS: 7.0 (Cao)

- Anh huong: 1Password

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L& hong chua c6 ma khai thac va chua bi khai
thac trong moi truong thuc té bai cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-42219

CVE-2024-42218

- Biém CVSS: 6.3 (Trung binh)

- Anh huong: 1Password

- M6 ta: L6 hong cho phép dbi tuong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L6 hong chua c6 ma khai thac va chua bi khai
thac trong moi truong thuc té bai cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-42218

CVE-2024-38077

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Windows Server 2022, Windows
Server 2012, Windows Server 2016, Windows
Server 2019.

- M0 ta: L hong cho phép dbi tugng tan cong
thuc thi ma tur xa.

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38077

CVE-2024-38856

- Piém CVSS: 8.1 (Cao)

- Anh huong: Apache OFBiz

- M0 ta: L hong cho phép dbi tugng tan cong
thuc thi ma tir xa, truy cap va thyc hién cac hanh
vi trai phép.

- L4 hong di c¢6 ma khai thac va dang bi khai thac
trong mdi trudng thuc té bai cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38856
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TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-38100

- biém CVSS: 7.8 (Cao)

- Anh huéng: Windows Server 2016, Windows
Server 2019, Windows Server 2022.

- M6 ta: L5 hdng cho phép dbi tuong tin cong leo
thang dac quyén.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38100

CVE-2024-6782

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Calibre

- M6 ta: LS hong cho phép dbi twong tan cong
thuc thi ma tir Xa.

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong moi trudng thyuc té bai cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-6782

CVE-2024-6387

- Biém CVSS: 8.1 (Cao)

- Anh huéng: OpenSSH

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thuc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-6387

CVE-2024-20832

- Piém CVSS: 6.4 (Trung binh)

- Anh huéng: Samsung.

- M6 ta: Ld hong cho phép dbi twong tan cong co
quyén cuc bo kha nang thyuc thi ma tiy y trén thiét
bi.

- L& hong chwa ¢6 ma khai thac va dang bj khai
thac trong moi truong thuc té boi cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-20832

10

CVE-2024-3105

- Piém CVSS: 9.9 (Nghiém trong)

- Anh huong: Wordpress.

- M6 ta: L6 héng cho phép d6i twong tin cong
thuc thi ma tir xa.

- L4 hong di c¢6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-3105
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n con g DRDoS Biéu dé théng ké 1::?; :]el ntheo céng dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn 7
phét tan tin cong DRDoS. Trong tuan c6 .
39.745 (giam so V&i tuan trudc 41.696) o

thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

113

Tan cong Web

Trong tuan, c6 135 trudng hop tan cong
vao trang/cong thong tin dién tir cua
s . Viét Nam: 118 truong hop tan cong lra
Thong ke tan cong vao , AA \ £ A
trang/céng théng tin dién tir dao (Phishing), 17 truong hop tan cong
ciia Viét Nam cai cdm ma doc.

Cii mi die h— 17

Lira dio (Phizhing) 118

Stealrat
Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom ddi twong diéu khién thiét bi thuoc differentia.ru andall.servicesgl.info
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru restless.su
vi trai phép nhu trién khai tin cong atomict_rivi_a.ru xigoe.com
DDoS, phat tdn ma doc, gui thu réc, truy Gl VA griefcube.cc
cip va danh cfp dit ligu trén thiét bi. hzmksreiuojy.ru Spaines.pw
Trong tuan, ghi nhan 20 dja chi xjpakmdctuge.biz > TEen
A L i . restlesz.su db2017417b23.zapto.org
IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.com zssryih.com
nguoi dung Viet Nam. xjpakmdcfuge.in yxjsibeugmmj.com
xjpakmdcfuge.ru yvdcrvba.com
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Tén cong lira ddao nguoi ding Viét Nam

Trong tun da c6 966 phan anh truong hop lira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
o Website gia mao Bao hiém X4 hoi
1 https://vssid[.]Jpddgov].]cc Viat Nam
2 https://www[.]Jgovn[.]Jcc Website gia mao B Cong An
s o Website gia mao Cong ty co phan
3 https://ggiao[.]Jhangtietkiem[.]Jcom giao hang tiét kiém
. . . Website gia mao Cong ty Tai chinh
4 https://www[.]dautuphattrienvnfic[.]Jcom TNHH MTV Home Credit Viét Nam
5 https://dienmayxanh389[.]Jcom Website gia mao Dién may xanh
6 https://kbthuhoivontreo[.]Jcom Website gia mao Kho bac Nha nudc
. . Website gia mao Ngan hang TMCP
7 https://www[.]baovietvay[.]top Bao Viét
) . . Website gia mao Ngan hang TMCP
8 https://baovietn[.]vip Bao Viét
, ) Website gia mao Ngan hang TMCP
9 https://ocb[.]hotrokhachhang-tructuyenthe[.Jcom Phurong Dong
10 https://hotroOnline28[.Jcom Website gia mao Ngan hang TMCP
Quan doi
11 https://mbbkh-canhan[.Jcom Website gia maoﬂNge}r_\ hang TMCP
Quan doi
12 https://mmbonline01[.Jcom Website gia maoﬂNge}r_\ hang TMCP
Quan doi
e e tha i Website gia mao Ngan hang TMCP
13 https://vib[.Jcham-soc-the-truc-tuyen[.Jcom[.]Jvn Quéc té Viet Nam
e . Website gia mao Ngan Hang TMCP
14 https://taichinheximbak[.Jcom Xuét Nhap Khau Viét Nam
15 https://mwww/[.]Jshopeesopp[.Jcom Website gia mao san TMBDT Shopee
16 https://tikinew[.]club Website gia mao san TMDPT Tiki
17 https://tikijaj3[.Jcom Website gia mao san TMDPT Tiki
18 https://tikicareers[.]vip Website gia mao san TMDT Tiki
19 https://chinhphul.]Jthongtincutru[.Jorg Website gia magh\fm phong Chinh
https://vnviettel[.]Jcom Website gia mao Viettel
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




