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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhém Muddling Meerkat thao

ting DNS biing Great Firewall ciia Trung Quéc.”

E
Muddling

Meerkat

Mot nhom tan céng moéi duoc goi la
Muddling Meerket, ¢6 sy hau thuan tir Trung
Qudc, di bat dau thuc hién mot chién dich tham
dd mang ludi toan cau théng qua viéc thao tling
DNS ké tir thang 10/2019. Gan day, vao thang
09/2023, nhom nay da tai xuat mot cach dot ngot.

Mot diéu dang chi y trong hoat dong cua
nhom la viéc nhom nay thao ting cac ghi chép
cia MX (Mail Exchange) bang cach chén phan
hoi gia mao thong qua Tuong lira vi dai cua
Trung Quéc (GFW), mot hanh vi bat thuong
chua tirng thay trén hé thong kiém duyét Internet
ctia qudc gia nay.

Theo diéu tra tir co quan bao mat, hién van
chura rd muc dich hoac dong co cua hanh vi nay,
tuy nhién da ching minh duoc sy phtc tap va
tinh vi cua nhém nay trong viéc thao ting hé
théng DNS toan cau. Cu thé, théng qua viéc
phén tich dir liéu DNS, c&c nha nghién ctru bao
mat da phat hién ra mot hanh vi dugc cho la vo
hai hodac c6 thé dé dang bi bo qua. Nhom
Muddling Meerket da thuc hién thao ting truy
van va phan hdi cia DNS bang céch sir dung
cache dé anh hudng dén co ché tra vé dia chi
cua giao thac nay. Chang han, nhém tin céng
c6 thé tao ra cac phan hoi gia trén ghi chép MX
tir phia GFW dé gy nhiu cho qua trinh diéu
hudng, 1am cho email cia nguoi dung dugc giri
dén nham dia chi.

Churc nang chinh cua GFW la loc va chan
cac noi dung khoéng phu hop véi chinh phu
Trung Quéc bang cach chan cac truy van DNS
va tra vé cac phan hoéi khong kha dung. Tuy
nhién, hanh vi cia Muddling Meerkat da khién
GFW cung cap céac phan hoi gia mao nham muc
dich kiém thir kha nang phuc hdi va hanh vi caa
cac mang ludi khac.

Ngudn: https://www.bleepingcomputer.com/news/security/muddling-meerkat-hackers-manipulate-dns-using-chinas-

great-firewall/amp/
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Nham che giau hanh vi caa minh, nhém tan
cong dd tao yéu cau DNS ngau nhién cho cac
subdomain ctia domain dugc chon lam muc tiéu,
thudng nhitng subdomain nay khdng ton tai trong
thuc t&. DU hinh thiic nay gidng véi tan cong
"Slow Drip DDoS", nhung muc tiéu cua nhom
khong phai la tan cong tir chdi dich vy, ma la
kiém thir va gay kho khan cho viéc xac dinh
nguon gbc cua cac yéu cau DNS bt thuong nay.

Muddling Meerkat da chon céc tén mién c
tén ngan, duoc ding ky trude nam 2000 dé tranh
bi chon vao danh sach chin DNS. V& muc tiéu
cua chién dich tan cdng, c6 thé 1a dé thuc hién
ban d6 hda mang va danh gia bao mat DNS cua
chinh ho @é chuan bi cho cac cudc tan cdng trong
tuong lai. Hodc c6 thé nham muc dich tao ra sy
réi loan trong DNS, tir d6 che gidu cac hanh vi
doc hai va gay kho khan cho cac chuyén gia trong
viéc xac dinh ngudn gdc cua cac yéu cau DNS
bat thuong nay.

Mt s6 ToC dwoc ghi nhan:
183[.]136[.]225[.]45
183[.]136[.]225[.]14

Ngudn: https://www.bleepingcomputer.com/news/security/muddling-meerkat-hackers-manipulate-dns-using-chinas-

great-firewall/amp/



https://www.bleepingcomputer.com/news/security/muddling-meerkat-hackers-manipulate-dns-using-chinas-great-firewall/amp/
https://www.bleepingcomputer.com/news/security/muddling-meerkat-hackers-manipulate-dns-using-chinas-great-firewall/amp/

NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

*Canh bao: L3 héng an toan thong tin tdn tai trén BIG-1P

Next Central Manager cho phép chiém dung thiét bi.”

e

NEXT-GEN BIG-
IP CENTRAL
MANAGER

CVE-2024-21793 | CVE-2024-26026
P

F5 d3 va hai 16 hong an toan thong tin
muc do Cao trén BIG-IP Next Central
Manager, cac 16 hong nay cho phép dbi
tugng tan cong khai thac dé dat dugc quyén
diéu khién admin va tao cac tai khoan trai
phép trén céac tai san dugc quan ly. Next
Central Manager cho phép quan tri vién diéu
khién cac phién/dich vu vat ly hoic trén ha
tang cloud cia BIG-IP Next thong qua mot
giao dién quan ly tong thé.

Hai 15 héng nay 1a CVE-2024-26026
(SQL Injection) va CVE-2024-21793
(Odata Injection) ton tai trén BIG-IP Next
Central Manager API cho phép ddi tuong tin
cdng thuc thi cac cau lénh SQL 18n thiét bi tur
Xa.

Tan céng SQL Injection 1a hinh thtc tan cong
chén céc cau Iénh truy van SQL doc hai vao mot
truong nhap dir liéu hoic tham s nam trong cau
truy van cua co so dit liéu. LS hong nay gay anh
hudng tGi tinh bao mat caa ing dung va cho phép
cau Iénh SQL doc hai duoc thyce thi, qua d6 cho
phép truy cap trai phép, gay 1o lot dir liéu va
chiém dung hé théng.

Sau khi tién hanh diéu tra, d phat hién ra cac
tai khoan trai phép duoc tao ra bai cac doi tuong
tan cong khong xuat hién trén Next Central
Manager. Diéu ndy 1am cho ching tré thanh cach
dé duy tri két ni trén céc thiét bi ma d6i tuong
tan cong da xam nhap.

Theo khuyén nghi tir F5, trong truong hop khéng
thé ngay lap tac cap nhat ban vé, quan tri vién nén
han ché quyén truy cap vao Next Central Manager,
chi cho céc tai khoan nguoi dung duge xac dinh la
dang tin cay trén hé thbng mang bao mat. Diéu nay
gilip giam thiéu nguy co bi anh hudng bdi cac cude
tan cong khai thac hai 16 hong nay.

Hién chua c6 bang ching cho thiy hai 16 hong
nay da bi khai thac trén moi truong thuc té.Tuy
nhién, thdng qua két qua tim kiém trén Shodan,
hién c6 hon 10.000 thiét bi BIG-IP cua F5 dang
c6 cong quan tri ma ra cho mang céng cong.

Ngudn: https://www.bleepingcomputer.com/news/security/new-big-ip-next-central-manager-bugs-allow-

device-takeover/



https://www.bleepingcomputer.com/news/security/new-big-ip-next-central-manager-bugs-allow-device-takeover/
https://www.bleepingcomputer.com/news/security/new-big-ip-next-central-manager-bugs-allow-device-takeover/

NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

Canh bao: L3 hdng an toan thong tin tan tai trén BIG-1P
Next Central Manager cho phép chiém dung thiét bi."”

Vao thang 11/2023, F5 da canh bao ngudi dung vé mot chién dich tan céng st dung hai 15
héng CVE-2023-46747 va CVE-2023-46748. Ca hai 15 hdng nay da dwoc VA tir trudc mot thang
trude khi chién dich tn cong dién ra. Chién dich nay nham vao cac thiét bi chua cap nhat ban va,
nham thuc thi ma tir xa roi x6a bo dau vét caa viéc xam nhap.

Hai nim trudc d6, CISA ciing di canh bao vé viéc khai thac rong réi caa 16 hong CVE-2022-
1388, ciing ton tai trén cac thiét bi F5 BIG-IP, 16 hong nay cho phép ddi twong tan cong chiém
quyén diéu khién thiét bi. Trong thoi diém dé, chién dich tdn cong da nham vao hé théng mang
cua ca chinh phu va cac doanh nghiép tu nhan.

Nguon: https://www.bleepingcomputer.com/news/security/new-big-ip-next-central-manager-bugs-allow-
device-takeover/
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\ Nguy co tan cong mang tir diém yéu,
qQ \ =
6 hong

Trong tuan, cac to chuc qubc té di cong
b va cap nhat it nhat 1.564 16 hong, trong d
c6 137 15 hong muac Cao, 285 16 hdng mic
Trung binh, 12 15 hdng mutc Thap va 1.130 15
hong chua danh gia. Trong d6 c6 it nhat 532
156 hong cho phép chén va thuc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chii y ¢6 03 16 hong anh hudng téi cac san pham cua Cisco va CrushFTP, cu
thé nhu sau:

e CVE-2024-20359 (Piém CVSS: 6.0 — Trung binh): L6 hong an toan thdng tin ton tai trén
phan mém Cisco Adaptive Security Appliance (ASA) va Cisco Firepower Threat Defense
(FTD) cho phép di twong tan cong thyuc thi ma tly y véi dic quyén root. LS hong ton tai do
qué trinh xac thuec file sai cach khi file duoc doc tir b nhé flash cua hé théng. Déi tuong tan
cong c6 thé khai thac 16 hong nay bang cach copy file doc hai, duoc tao truéc vao disk0: cua
thiét bi. Qua d6 cho phép ddi twong thuc thi ma tly y ké ca sau khi thiét bi dugc khoi dong
lai. Hién 16 hong d3 c6 ma khai thac va dang bi khai thac trong thuc té.

e CVE-2024-20353 (Piém CVSS: 8.6 — Cao): L6 hong an toan thong tin ton tai trén phan
mém Cisco Adaptive Security Appliance (ASA) va Cisco Firepower Threat Defense
(FTD) cho phép ddi tugng tan cong thuc hién tin cong tir chdi dich vy. LS hong ton tai do
quy trinh kiém tra 15i thiéu hoan thién khi thiét bi duyét mot HTTP header. Hién 16 hong
d3 c6 ma khai thac va dang bi khai thac trong thuc té.

e CVE-2024-4040 (Piém CVSS:10 — Nghiém treng): L3 hong chén template ton tai bén phia
may chu trén CrushFTP phién ban truéc 10.7.1 va 11.1.0 trén moi nén tang cho phép doi
tuong tan cong doc file tir filesystem nam ngoai VFS Sandbox, bo qua bién phép xac thuc
dé dat dugc quyén quan tri va thuc thi ma tir xa trén may cha. Hién 16 hong da c6 ma khai
thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 6.0 (Trung binh)

- Anh huong: Cisco Adaptive Security Appliance

(ASA), Cisco Firepower Threat Defense (FTD) | https://nvd.nist.gov/v
1 CVE-2024-20359 | - M6 ta: L hong cho phép ddi twong tan cong |  uln/detail/CVE-

thuc thi ma tly y trén hé thdng bi anh huong 2024-20359

- Lb hdng dd c6 ma khai thac dang bj khai thac

trong mdi truedng thuc té bai cac nhom tan cong.

- biém CVSS: 8.6 (Cao)

- Anh huong: Cisco Adaptive Security Appliance

(ASA), Cisco Firepower Threat Defense (FTD) | https://nvd.nist.gov/v
2 CVE-2024-20353 |- M6 ta: L3 hong cho phép dbi twong tan cong |  uln/detail/CVE-

thuc hién tan cong tir chdi dich vu. 2024-20353

- L4 hong di c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 9.8 (Nghiém trong)

i Arlh f\.uogg:;CrushFTP’ .. . https://nvd.nist.gov/v
3 CVE-2024-4040 | MO tar Lo hong cho phép doi twong tan cong uln/detail/CVE-

th1_r~c thl ma tr Xa. 9024-4040

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 8.8 (Cao)

i AnAh h}_I(’”S: I\Jgﬁn ngi IaP trirlh R L https://nvd.nist.gov/v
4 | cvE-2024-2732 | MO 1 LO hong cho phép doi tuong 1N €ONG |y geraiy/cvE-

thuc thi ma tay y. 2024-27322

- Lo hong dang bi khai thac trong mo6i truong thyuc

té bai cac nhém tan cong.

- Piém CVSS: 10 (Nghiém trong)

- Aﬂnhq | huxéng;]: Palo A!to Iiletworks PAN;O? https://nvd.nist goviv
5 CVE-2024-3400 - M0 ta: Lo hong cho phép doi tuong thuc thi mé uln/detail/CVE-

tur xa.
- L4 hong di c6 ma khai thac va dang bi khai thac
trong trong thuc té boi cac nhdm tan cong.

2024-3400
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TT

M3 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-3094

- Piém CVSS: 10.0 (Nghiém trong)

- Anh huéng: Tukaani XZ

- M0 ta: Lb hdng cho phép dbi tugng tan cong
truy cap va thuc hién cac hanh vi trai phép.

- L3 hdng dd c6 ma khai thac va dang bi khai
thac trong thyc té.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-3094

CVE-2024-27198

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: JetBrains TeamCity

- M0 ta: Lb hdng cho phép dbi tugng tan cong bo
Xac thuc, thuc hién céc hanh vi trai phép trén
thiét bi.

- L6 hong da c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-27198

CVE-2024-29988

- biém CVSS: 8.8 (Cao)

- Anh huéng: Microsoft Windows Server 2022,
Windows 10, Windows 11.

- M6 ta: L3 hong cho phép ddi tugng tan cong
thuc thi ma tir xa.

- L) hong da c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cbng.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-29988

CVE-2024-20337

- Piém CVSS: 8.2 (Cao)

- Anh huong: Cisco Secure Client

- M0 ta: L6 hdng cho phép dbi tugng tan cong
thuc hién tan cong CRLF Injection, qua do6 thyc
thi ma tuy y trén trinh duyét, truy cap va thuc
hién cac hanh vi tréi phép.

- L4 hong da c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-20337

10

CVE-2024-24996

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Ivanti Avalanche

- M6 ta: L6 hong cho phép dbi tugng tan cong
thuc thi ma tuy y.

- L3 hong dang bi khai thac trong méi trudng
thuc té bai cac nhém tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-24996
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

= o Biéu db thong ké thiét bi theo céng dich v
Tan cong DRDOS 1eu do ong eph:;bié]n €0 cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tan cong DRDoS. Trong tuan c6 b .
40.281 (tang so V6i tudn trudc 40.172) e %
thiét bi c6 kha nang bi huy dong va tro o

thanh ngudn tan cdng DRDoS. Céc thiét PLEL S
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 163 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tin cong vio Viét Nam: 139 trudng hop tin cong lira
trang/cong thong tin dién ti dao (Phishing), 24 truong hop tan cong
cua Viet Nam cai cam ma doc.
Cai ma ddc i 24
Lita dio (Phishing) 130 )

Darkmailer

Other

Cutwai

Stealrat

lotbotnet

BOt n et Gamut

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Dia chi dwgrc str dung trong cac mang botnet

nhom ddi twong diéu khién thiét bi thuoc differentia.ru andall.servicesql.info

c4c mang botnet dé thuc hién cac hanh disorderstatus.ru restless.su

vi trai phép nhu trién khai tin cong atomict.rivi_a.ru db2017417b23.zapto.org

DDoS, phét tan ma dac, giri thu rac, truy amnsreiuojy.ru facialwaxmaxfaxlax3.com

cap va danh cip dit ligu trén thiét bi. restlesz.su_ wicalc.org

Trong tuAn ghi nhan 20 dia chi h_zmksre|u01y.r_u vmcrjlkhbiynnasht.org
A o i i xjpakmdcfuge.in vbppedprxkrhfnhhn.org

IP/do_maln thu_c)c botnet c6 anh huong téi xjpakmdcfuge.biz tylkxtkdhygbuiwfm.org

nguoi dung Viet Nam. xjpakmdcfuge.ru suxrtwenmcfjqywee.org

xjpakmdcfuge.com sonic4me.com
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Tan cong hira dao nguoi ding Viét Nam

Trong tuan di c6 225 phan anh truong hop lira dao do ngudi dung Internet Viét Nam pha
anh vé Trung tdm Giam sat an toan khdng gian mang qubc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chuc, doanh nghiép, nha cung cap, dich vu 16n nhu: Cac mang xa hi, ngan
hang, thu di¢n tu,...

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu
) . Website gia mao Cong ty Tai chinh
1 https://homecreditvn[.]net TNHH MTV Home Credit Vit Nam
2 https://dienmayxanh542[.]Jcom Website gia mao Dién may xanh
3 https://dich-vu-dien-mayxanh[.]Jcom Website gia mao Bién may xanh
4 https://lazd8[.]Jcom Website gia mao san TMDT Lazada
o . Website gia mao Ngan Hang TMCP
5 http://vieetcombiank[.Jcom Ngoai thuong Vit Nam
6 https://visa-mb[.]Jcom Website gia maoANgaAlr_\ hang TMCP
Quan doi
7 https://finacehoisomb[.Jcom Website gia maoANgeAlr) hang TMCP
Quan do6i
8 https://mbdkb.Jcom Website gia maoANgeAlr) hang TMCP
Quan do6i
_ R . Website gia mao Ngan hang TMCP
9 https://han-muc-khcn-uu-tien-vnal[.Jcom Quéc té Vit Nam
o Website gia mao Ngan hang TMCP
10 http://vib[.Jtanghanmuc-vn[.Jcom Quéc té Vit Nam
o Website gia mao Ngan hang TMCP
11 http://vib[.]Jhanmucvn[.Jcom Quéc té Viet Nam
o A e g Website gia mao Ngan hang TMCP
12 khcn-my-diamon-han-muc-uu-tien[.Jcom Quéc té Viet Nam
. . . Website gia mao Ngan hang TMCP
13 vib-mydiamon-khcn-uutien-vncl[.Jcom Quéc té Vit Nam
14 http://mail[.]labtpb[.Jonline Website gid mao Q'f;:ghang TMCP Tien
15 https://canhantpb[.Jcom Website gia mao glr?(?:ghang TMCP Tién
) . Website gia mao Ngan hang TMCP Viét
16 http://vpbl[.]tang-han-muc-the-visa-vn[.]Jcom Nam Thinh Vuong
. Website gia mao Ngan hang TMCP Viét
17 vpb[.Jnanghanmucvisa-vn[.Jcom Nam Thinh Virong
18 https://shinhan[.]Jchamsocthekhachhang- Website gia mao Ngan hang TNHH
thang4[.Jonline MTYV Shinhan Viét Nam
https://tdkd07[.]Jcom Website gia mao san TMDT Tiki
https://dich-vu-kh-vip-vpbank[.Jcom/ Website gia mao ngan hang VPbank
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.
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