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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Chién dich tin cong Zero-day cua nhém Water
Hydra 1a méi de doa dbi voi cac nha giao dich tai chinh.

- Canh béo: Déi twong tin cdng mang Trung Quéc str dung Deepfake trong
chién dich tan cong ngan hang dién tur.

2. Piém yéu, 16 hong
- 796 15 hong duoc cong bd va cap nhat.

- 07 15 hong, nhdm 16 hong trén cac san pham/dich vy pho bién tai Viét Nam.

3. Sb ligu, thong ké
- T4n cong DRDoS
- Tan cong Web

- T4n cdng lira ddo nguoi dung Viét Nam: 195 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng bao.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tan cong Zero-day cia nhom Water Hydra Ia

K. Ko o o \ - . ka1
moi de doa dol va&i cac nha giao dich tai chinh.

DPéau nim nay, Co quan bao mat Trend Micro Trong chién dich nay, WaterHydra da sir dung
phat hién mot 16 hong an toan thong tin nghiém trong céc k¥ thuat phire tap dé thao tung ngudi dung, dic
c6 ma CVE-2024-21412 trén hé théng Microsoft biét 1a thong qua cac chién dich spear-phishing trén
Defender SmartScreen. L& hong nay 1 mét phan cac san giao dich ngoai hdi va cac dién dan giao
trong cac cudc tin cong zero-day phirc tap ctia nhom dich chung khoan. WaterHydra da tan dung tu
APT WaterHydra (con duoc biét dén véi biét danh khoa "search:protocol" dé thay d6i cach Windows
DarkCasino). Muc tiéu cua cc cudc tin cong nay la Explorer hién thi va danh lira ngudi ding mé cac
cac nha giao dich trén thi truong tai chinh. tap tin dudng dan tit Internet doc hai.

Trend Micro di canh bao vé 16 hong nay dé Khi tién hanh phan tich chi tiét, ¢i xac dinh
Microsoft c6 thé va 15i kip thoi. Cac hoat dong cua duoc ra‘ing nhoém WaterHydra khai thac 16 hé)ng
nhém WaterHydra da duoc theo ddi tir cudi thang CVE-2024-21412 dé bypass Microsoft Defender
12/2023 khi nhém nay st dung cac cong cu, chién SmarScreen, thong qua viéc sir dung cac dudng dan
thuat va thi thuat lién quan dén viéc khai thac céc tat internet. Qua d6, nhom nay da vuot qua bién
duong dan tat trén internet (URL) va thanh phan phéap bao mat va thyc thi payload doc hai nhu ma
WebDAV. Trong chién dich tdn cong, 156 hong CVE- doc DarkMe. Phuong thirc hoat dong nay cua
2024-21412 da bi khai thac dé bypass Microsoft WaterHydra d khién mdi de doa zero-day trong
Defender SmartScreen va trién khai ma doc DarkMe linh vuc an ninh mang tré nén nghiém trong hon.

1én cac thiét bi ciia ngudi ding. Hién 16 hong nay da
duogc khic phuc trong ban v4 méi nhit ciia Microsoft.

Nhom APT WaterHydra bat dau hoat dong ké tir
ndm 2021 véi muc tiéu chinh 1a nganh tai chinh.
béng chu y, nhom nay da trude dé da khai thac thanh
cong 16 hong CVE-2023-38831 trén WIinRAR, cho
thay trinh do k§ thuat cao cua ho.

Ngudn: https://www.infosecurity-magazine.com/news/water-hydras-zero-day-
financial/?&web_view=true



https://www.infosecurity-magazine.com/news/water-hydras-zero-day-financial/?&web_view=true
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Tin tiec An toan thong tin

“Déi twong tan cong mang Trung Quéc sir dung

Deepfake trong chién dich tin cong ngan hang dién ti.”

GoldFactory la mot nhém tin céng mang co
nguon goc tir Trung Quéc va dang tién hanh phat
trién hang loat cac ma doc Trojan ngan hang rat tinh
vi. Trong s6 d6, 1an dau xuat hién mot ma doc trén
iOS duoc goi la GoldPickaxe, co kha nang thu thap
thoéng tin ca nhan, dix liéu nhan dién khuén mat va
ngin chan tin nhin SMS.

Bén canh do, nhom GoldFactory ciing da phat
trién mot ma doc ngan hang trén nén tang Android,
bao gdom GoldDigger va phién ban nang céap
GoldDiggerPlus, cung véi GoldKefu Ia mét trojan
nhing trong GoldDiggerPlus. Bit dau hoat dong tir
gitra nim 2023, nhom GoldFactory chu yéu trién khai
céc chién dich Social engineering nham vao khu virc
Chau A Thai Binh Duong, dic biét 1a Thai Lan va
Viét Nam, bang cach gia mao cac ngan hang dia
phuong va to chic chinh pha.

Trong cac cudc tan cong, ma doc GoldPickaxe
c6 thé xam nhap thiét bi nguoi ding qua céc tin nhéin
smishing va phishing, bang cach dan du ngudi ding
truy cap cac lién két gia mao trén cac ung dung
tuong tu LINE. Ngoai ra, ma doc cling thuong duoc
phan phdi qua cac tng dung gia mao trén Google
Play Store cua Android hoac cac trang web gia mao
cuia doanh nghiép. Con trén i0S, mi doc
GoldPickaxe thuong lay lan qua ung dung
TestFlight cua Apple va yéu cau nguoi dung cai dit
cau hinh Quan Iy Thiét bi Di Bong (Mobile Device
Management). C4c t6 chirc bao mat tai Théi Lan va
trén toan cau déu da canh bao chi tiét vé ma doc nay
vao thang 11/2023.

M3 doc GoldPickaxe duoc thiét ké dé vuot qua
bién phap bao mat yéu ciu xac thyc bang khudn mit tai
Théi Lan. Ung dung gia mao chira ma doc yéu cau
nguoi dung ghi lai video dé xac thuc khuén mit, sau do
video nay dugc sir dung dé tao video deepfake qua dich
vu trao doi khudn mat Al. Trén ca Android va iOS, ma
doc nay déu cd kha ning thu thap théng tin CCCD va
anh cua nguoi dung, chan tin nhan va lam trung gian
cho luu lwgng mang. Tuy nhién, bién thé ma doc trén
iOS s& c6 it chirc ning hon do tinh dong cua hé diéu
hanh.

GoldDigger, mot bién thé cia ma doc
GoldPickaxe, c6 ma ngudn twong ty va khdng c6 dau
vét ndo nham vao thiét bi i0S. Ma doc nay da duoc phat
hién tir thang 06/2023 va dang tiép tuc duoc sir dung,
mo dudng cho cac phién ban nang cip nhu
GoldDiggerPlus vai trojan APK GoldKefu. GoldKefu
gia dang thanh ung dung nhan tin phd bién ¢ Viét Nam
dé lira dao va thu thap théng tin tir 10 t6 chirc tai chinh.
Diém dang chu y 1a GoldKefu tich hgp SDK Agora dé
goi dién va lira dao ngudi ding véi canh béo gia vé giao
dich lon trén tai khoan ngan hang. Canh bao nay cé ngi
dung gay hoang loan cho ngudi dung vi mét lugng tién
I6n da duoc giao dich trén tai khoan ngén hang.

Pé giam nguy co bi tan cong, ngudi ding nén
tranh nhan vao cac lién két dang ngo, khong tai ing
dung tir cac trang khong tin cay vi day la cach thuong
gap dé lay nhidm ma doc. Ngoai ra, can thudng xuyén
kiém tra va quan ly cac quyén truy cap cua tng dung
trén thiét bi, dac biét 1a nhitng quyén lién quan dén dich
vu hd tro tiép can trén Android.

Nguon: https://thehackernews.com/2024/02/chinese-hackers-using-deepfakes-in.html
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Nguy co' tan cong
' mang tu diém yeu,
* e hong

Trong tuan, céc t6 chic qubc té di cong bd
va cap nhat it nhat 796 15 hong, trong d6 c6 303
156 hong muc Cao, 313 15 hong mac Trung binh,
27 16 hong mirc Thap va 153 15 hong chua danh
gia. Trong do6 c6 it nhat 161 16 hong cho phép
chen va thuc thi ma Iénh.

Hé théng ky thuat cua Cuc ATTT cha
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhom
16 hong trén cac san pham, dich vu CNTT pho
bién, cd thé gay anh huéng 16n dén ngudi ding ¢
Viét Nam: Nhém 07 15 hong trong Linux, Nhém
38 16 hong trong Google, Nhém 72 15 hong trong
Microsoft, Nhdm 31 15 héng trong Wordpress,
Nhém 30 16 hong trong Adobe, Nhom 04 15 hong
trong Apache, Nhém 24 15 hong trong IBM.
Théng tin chi tiét vé mot sé 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu
sau:

Mgt sé 16 héong trén cac san pham/dich vu
phé bién tgi Viet Nam:
- Linux: CVE-2024-1151, CVE-2024-1485, ...

- Google: CVE-2023-40122, CVE-2023-
21165, ...

- Microsoft: CVE-2024-21404, CVE-2024-
21386, ...

- Wordpress: CVE-2024-0594, CVE-2024-
0842, ...

- Adobe: CVE-2024-20726, CVE-2024-
20727,...

- Apache: CVE-2023-50386, CVE-2023-
50291, ...

- IBM: CVE-2023-45187, CVE-2023-45191, ...




NCSCX

National Cyber Secu

Théng tin diém yéu, 16 hong

San

cap va thyc hién cac hanh dong trai phép.

TT pham/ dich vu Ma 16i quoc te M6 ta ngan Ghi cha
CVE-2024-1151 o
CVE-2024-1485 NAh'om 07 I? hopg trﬁng rll_.lAnuxA chq phep Chua c6 thong
1 Linux doi wong tan cong thuc Hen tan cong Eu tin xac nhan va
CVE-2023-52429 | choi dich vy, truy cap va thuc hién céc b :
. A S an va
hanh dong trai phép.
CVE-2023-40122 o
CVE-2023-21165 | \nom 38 10 hong trong Google cho phep | -y 1o o4 hang
2 Google doi tuong tan cong leo thang dac quyen, | han va
CVE-2023-40085 | thuc thi mé tur xa, truy cap va thuc hién cac ban v
. . L an va
hanh dong trai phép.
CVE-2024-21404 | Nhom 72 15 hong trong Microsoft cho
) i phép doi tuong tan cong thuc hién tan A
3 Microsoft CVE-2024-21386 cong tr choi dich vy, leo thang dac quyen, Er?igccﬁﬁlgﬁr\%
CVE-2024-21329 | thuc thi m& tir xa, khai thac 16 hong XSS, ban Va
Ay A s . - an va
truy cap va thuc hién cac hanh dong trai
phep. ,
CVE-2024-0594 Nhom 31 15 hong trong Wordpress cho
i i phép doi tuong tan cong thuc hién tan N A
b Wordoress | E202408%2 1 cong tix chdi dich v, thuc hién tin cong | D2 S0 thong tn
P CVE-2024-0610 SQL Injection, khai thac 16 hong XSS, s
A A X . va
truy cap va thuc hién cac hanh dong trai
phép.
CVE-2024-20726 Nhém 30 15 hong trong Adobe cho phép
CVE-2024-20727 | doi tugng tan cong thyuc thi ma tir xa, khai | Chua c6 thong
5 Adobe CVE-2024-20728 thaﬁ Iq hong XSS, th}xc h]‘;n tan <:_9ng t,u tin xa? nhz;m va
choi dich vy, truy cap va thuc hién cac ban va
hanh dong tréi phép.
CVE-2023-50386
CVE-2023-50291 | Nhém 04 Ic’), hong trong Apache cho phép | Chua c6 thong
6 Apache CVE-2023-50298 691 ‘a{qng Ean cong trgy cap va thuc hién | tin xa? nhz;m va
cac hanh dong trai phép. ban va
CVE-2023-45187
) i Nhém 24 15 hong trong IBM phép ddi A
, BM CVE-2023-4519L | y1qng tén cong khai thac 16 héng XSs, | o 0 thong tn
CVE-2024-22361 | thuc hién tan céng tir choi dich vy, truy Vé
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

|

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
52.826 (khong thay ddi so vai tuan trudc
52.826) thiét bi c6 kha nang bi huy dong
va tré thanh ngudn tan céng DRDOS.
Céc thiét bi nay dang md st dung cac
dich vu NTP (123), DNS (53), Chargen
(19). Duéi ddy 1a biéu d6 thdng ké thiét
bi theo cdng dich vu phé bién trong tuan.

Thong ké tin cong vao
trang/cong thong tin dién tir
cua Viét Nam

Caimadoc —0

Lira dio (Phishing) 95

Tan cong Phishing

|

Trén thé giGi c6 nhiéu céac trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cép, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
tng dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vy nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

Biéu dé théng ké thiét bi theo cdng dich vu
pho bien
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Tan cong Web

Trong tuan, c6 95 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 95 truong hop tan cong hra
dao (Phishing), khéng c6 truong hop
tan cong cai cam ma doc.

Telegram

QOutlook
ATET Inc .
Bet365

7

Netflix Inc.
Crypto/Wallet
Webmail Providers
WhatsApp
Facebook, Inc.

Gazprom

Generic/Spear Phishing

Office365

Danh sach IP/tén mién dgc hai c6 nhiéu két ndi

tir Viét Nam

differentia.ru: 5023 IP

hzmksreiuojy.ru: 58 IP

disorderstatus.ru: 2298 IP

Xjpakmdcfuqe.biz: 91 IP

atomictrivia.ru: 1060 IP

xjpakmdcfuge.com: 73 IP

amnsreiuojy.ru: 254 IP

xjpakmdcfuge.ru: 52 IP

restlesz.su: 121 IP

xjpakmdcfuge.in: 52 IP
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan da c6 195 phan anh truong hop Itra dao do nguorl dung Internet Viét Nam phan
anh veé Trung tam Giam sat an toan khdng gian mang quoc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao website cua ngan hang, cac trang thuong mai dién tur..

Duéi day 1a mét s6 trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi chu
1 vinideal-sale.pro Vingroup
2 spmail88.com Shopee
3 | sch.nanghanmucthenganhangvisa.com/ | Ngan hang Thuong mai C6 phan Sai Gon




NCSCX

National Cyber Security Center

Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*k*k
2. Déi véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théong ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i vai cac
IP/tén mién duoc dé cip trong muc Danh sach IP/tén mién ddc hai cé6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bo hé thong mang néu c6 du
hiéu két ndi dén cc tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

) N csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




