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1. Tin tiec An toan thong tin

- Chién dich tin cong APT: L& hong Zero-Day trong Ivanti VPN bi khai thac
dé phét tan 5 loai ma doc.

- Canh béo: Phat hién 16 hong RCE nghiém trong trén tuong lra SRX va
Switch EX cua Juniper.

2. Piém yéu, 16 hong
- 972 15 hong duoc c¢éng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 518 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: L3 héng Zero-Day trong Ivanti
VPN bij khai thac dé phat tan 5 loai ma dgc’

Trong giai doan hau khai thac ctia hai 16 hong zero-
day trén san pham Ivanti Connect Secure (ICS) VPN tir
thang 12/2023, cac chuyén gia bao mat da phat hién va xac
dinh rang nhém APT UNC5221 dang trién khai khong
dudi 5 dang ma doc khac nhau. Cac doan ma doc nay duoc
str dung nham pha v& 16p xac thuc va tao dudng truy cap
backdoor dén cac thiét bi bi anh huong.

Chudi tin céng ctia nhom nay st dung hai 16 héng
bao mat, bao gom: 16 hong bo qua xac thuc CVE-2023-
46805 va 16 hong chén ma CVE-2024-21887, nham dat
dugc quyén kiém soat ddi voi thiét bi. Cu thé, hai 16 hong
nay cho phép nhom tan cong dat dugc quyén truy cap ban
dau, trién khai webshell, cai dat backdoor trong cac tap tin
hop phép, thu thap thong tin x4c thuc va dit liéu ciu hinh,
cling nhur thadm nhap sau hon vao méi trudng cua thiét b
nguoi dung

Ivanti thong béo rang chién dich tin cong nay da gay
anh huong dén it hon 20 ngudi ding cia ho va con s nay
c6 thé ting 1én do Ivanti dang st dung cong cu kiém tra
tinh toan ven dé quét cac thiét bi va phat hién diu hiéu vé
viéc xam nhép (IoC). Diéu nay chi ra chién dich c6 tinh
muc tiéu cao va dang trong qua trinh danh gia va xac minh.
Ban va an toan thong tin cho hai 16 hong nay duoc du kién
s€ phat hanh tir ngay 22/01.

Phan tich chién dich tan cong cho thay c6 it nhat 5
loai ma déc khac nhau, dugc nhém UNC5221 tich hop
bang cach chén vao céc tap tin hop phap trong ICS va str
dung cac cong cu nhu BusyBox va PySoxy.

Ddi v6i phan cua thiét bi chi duoc phép doc, nhdm
da sir dung mot script Perl c¢6 tén "sessionserver.pl" dé
lam cho hé théng tép c6 thé doc/ghi, tir d6 trién khai
THINSPOOL. PDiéu nay gilp ghi web shell
LIGHTWIRE vao Connect Secure va thuc thi cic cong
cu tiép theo trong chudi tin cong.

LIGHTWIRE va WIREFIRE la hai webshell chu
chdt duoc tao ra dé dam bao duy tri két ndi tir xa ti cac
thiét bi bi anh huong. LIGHTWIRE dugc viét bang
ngon nglr Perl CGI, trong khi WIREFIRE dugc 1ap trinh
bang Python.

Ngoai ra, trong chién dich cia nhém UNC5221 con
st dung md doc danh cip thong tin WARPWIRE
(JavaScript) va backdoor bi dong ZIPLINE. ZIPLINE
¢6 kha ning thyc hién nhiéu chirc nang nhu tai lén/tai
xudng file, thiét 1ap reverse shell, tao may chi proxy, va
cai dat may chu tunneling dé phan phdi luu luong giira
cac diém cudi. Piéu nay cho thdy UNC5221 dat muc
tiéu duy tri két nbi véi cac muc tiéu quan trong sau khi
xam nhép thanh cong.

Hién tai, UNC5221 chwa duoc gan véi bat ky nhom
APT hoic qudc gia cu thé nao. Tuy nhién, thong qua
phuong thirc tin cong tap trung vao ha ting ving bién
bang viée sir dung 16 hong zero-day va xdm pham ha
ting may chu C&C dé tranh phat hién bao mat, 1a nhimg
dic diém ro rang cia mot nhom APT.

Ngudn: https://thehackernews.com/2024/01/critical-rce-vulnerability-uncovered-in.html
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Tin tiec An toan thong tin

*Canh bao: SpectralBlur: Phat hién 15 héng RCE nghiém

trong trén twong lira SRX va Switch EX cuaa Juniper"

Juniper Networks vira phat hanh ban va cho
15 hdng thyc thi ma tir xa (RCE) ¢6 mirc do anh
hudng nghiém trong, ton tai trén tuong lra SRX
Series va bo chuyén doi EX Series.

L6 héng ¢6 ma dinh danh CVE-2024-21591
v6i diém CVSS 14 9.8. Ld hdng nay cho phép ddi
tugng tan cong thuc hién tan cong tir chéi dich
vu (DoS) hoic thuc thi ma tir xa, dong thoi dat
dugc quyén root trén thiét bi théng qua J-Web.
L hong CVE-2024-21591 xuat phat tir mot chire
nang thiéu bao mat trén san pham, cho phép ddi
tugng tin cong ghi dé 1én bo nha tly Y.

L hong da duoc khic phyc trén cac phién
ban m¢i, bao gom: 20.4R3-S9, 21.2R3-S7,
21.3R3-S5, 21.4R3-S5, 22.1R3-54, 22.2R3-S3,
22.3R3-S2, 22.4R2-S2, 22.4R3, 23.2R1-S1,
23.2R2, 23.4R1 va c4c phién ban méi hon. Bong
thoi, 16 hong dang anh huéng dén céc phién ban
Junos OS dudi day:

Ngudn:

e Junos OS phién ban cti hon 20.4R3-S9

e Junos OS 21.2 phién ban cii hon 21.2R3-S7

e Junos OS 21.3 phién ban cti hon 21.3R3-S5

e Junos OS 21.4 phién ban cti hon 21.4R3-S5

e Junos OS 22.1 phién ban cii hon 22.1R3-S4

e Junos OS 22.2 phién ban cii hon 22.2R3-S3

e Junos OS 22.3 phién ban cii hon 22.3R3-S2

e Junos OS 22.4 phién ban ct hon 22.4R2-S2,

22.4R3

Céc phién ban anh huong da dugc cap nhat,
tuy nhién, dé giam thiéu rai ro, nguoi ding can
thuc hién bién phap tam thoi nhu tit J-Web hoac
han ché truy cap dén cac may chi déng tin cay.
Ngodi ra, Juniper Networks ciing d giai quyét mot
16 hdng nghiém trong khéc trong Junos OS va
Junos OS Evolved (CVE-2024-21611, diém
CVSS: 7.5), ¢6 thé bi tan cong tir xa dé gay ra tinh
trang DoS.

Mic du khong cé bang chang vé viéc 16 hong
CVE-2024-21591 dang bi khai thac nhung nhiéu
16 hong trude day cia SRX va EX da bi khai thac
trong nam 2023. Hon 11.500 giao dién J-Web trén
internet c6 thé bi cac ddi tuong tin cong tiép can,
chu yéu & Han Quéc, My, Hong Kéng, Trung
Quéc va An Da.

https://thehackernews.com/2024/01/spectralblur-new-macos-backdoor-threat.html
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Nguy co t?irj cong
' mang tur diem yeu,
© lo hong

Trong tuan, c4c t6 chic qubc té da cong bd
va cap nhat it nhat 972 15 hong, trong d6 c6 445
15 hdng miic Cao, 318 16 hdng muc Trung binh,
26 156 hong mic Thap va 183 15 hong chua danh
gia. Trong d6 c6 it nhat 266 16 hong cho phép
chen va thyc thi ma 1énh.

Hé thdng ky thuat cia Cuc ATTT chu
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay cé 07 16 hong/nhém
156 hong trén cac san pham, dich vu CNTT phd
bién, cd thé gay anh huéng 16n dén nguai ding ¢
Viét Nam: Nhom 51 16 hong trong Microsoft,
Nhém 60 16 hong trong Apple, Nhém 06 15 hdng
trong Adobe, Nhém 87 15 hong trong Wordpress,
Nhom 14 16 hong trong Linux, Nném 24 16 hong
trong Tenda, Nhom 10 15 hong trong IBM. Thong
tin chi tiét v& mot s6 16 hong trén cac san
pham/dich vu phd bién tai Viét Nam cu thé nhu

sau:

Mgt sé 16 hang trén cac san pham/dich vu
phé bién tai Vigt Nam:
- Microsoft: CVE-2024-20672, ...

- Apple: CVE-2023-42826, ...

- Adobe: CVE-2024-20714, ...

- Wordpress: CVE-2023-51502, ...

- Linux: CVE-2023-6040, CVE-2022-2586, ...
- Tenda: CVE-2023-50585, ...

- IBM: CVE-2023-47140, CVE-2023-47145, ...
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Thong tin diém yéu, 16 hong

San = 1X; A A P £ . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2024-20672 o
CVE-2024-0057 | oM 5T 10 hong 1rong MICTosoft eho | gz 6 g tin
1 Microsoft pPIep doi tuong tan cong thuc hien tan Xac nhan va ban
CVE-2024-21312 | c0Ong tur choi d;\ch vu, thuc thi ma tr xa, leo Vi
thang dac quyen.
CVE-2023-42826
CVE-2023-42876 | Nom 60 16 hong ”ﬁ”g r’fpp'e Cho PNEP |y 1o 6 thong
2 Apple d6i twong tan cong thyc hién tan cong tir tin xac nhan Va
CVE-2023-42933 | chdi d;ch vy, thuc thi ma tir xa, leo thang ban Vi
dac quyen.
CVE-2024-20714
CVE-2024-20715 | Nhém 06 I6 hdng trong Adobe cho phép | Da c6 thong tin
3 Adobe CVE-2024-20710 d?l tll"Q'ng Ean cong trl,Jy cap va thuc hién | xac nhaq va ban
cac hanh dong trai phép. va
CVE-2023-51502 | \pom 87 15 hong trong Wordpress cho
CVE-2023-52215 | phép doi twong tan cong khai thac 16 hong | Chua c6 thong
4 Wordpress CVE-2023-52218 SQL In_jectjor], khai thac .If) hczng (}SRE, tin xag nhaim va
thu,c thi m& tur xa, thuc hién tan cong tur ban va
choi dich vu.
CVE-2023-6040
CVE-2022-2586 Nhom 14 I§ hong trong Linux cho phép | P co thong tin
5 Linux CVE-2022-2602 d91 tuong tan_gonq thu:c thi ma tu/>_<a, truy xac nhaq va ban
cap va thuc hién cac hanh dong trai phép. va
CVE-2023-50585 .
CVE-2023-49427 NAh.om 24 Icg hopg trong T_eAndaA chq phep Chua c6 thong
doi twong tan cong thuc hiéntancéng toe | o 0, "7 L — 2
6 Tenda . N ; .| tin xac nhan va
CVE-2023-51952 | choi dich vy, truy cap va thuc hién cac ban Vi
\ A P an va
hanh ddng tréi phép.
CVE-2023-47140
CVE-2023-47145 Nhom 10 16 hong trong 1BM phép dbi Chua c6 thong
7 IBM tuong tan cong leo thang dac quyen, thyc tin xac nhan va
CVE-2023-31003 | hién tan cong tir chéi dich vy, truy cap va ban vV
A A S an va
thuc hién cac hanh dong tréi phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

g = Biéu dé thong ké thiét bi theo cong dich vu
Tan cong DRDoS pho bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
52.856, (ting SO Voi tuan trudc 52.017)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét

o o

o

g __ 9 9. 0 z . R N N KUK Ry
bi nay dang m& str dung cac dich vu NTP &S F S

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 96 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thél}g ke ti:'“l cong vao Viét Nam: 80 truong hop tin cong lira
trang/cong thong tin di¢n tir d4o (Phishing), 16 trudng hop tan cong
cuaa Viét Nam ;

cai cam ma dac.
Caima doc hs

Lira dao (Phishing) 80

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhiéu nguoi dung cac dich vy, differentia.ru: 12497 IP__ | hzmksreiuojy.ru: 191 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 4731 IP | xjpakmdcfuge.biz: 156 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2242 IP xjpakmdcfuge.com: 47 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 955 IP xjpakmdcfuge.ru: 45 IP

) ’ : restlesz.su: 294 IP xjpakmdcfuge.in: 47 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan da c6 518 phan anh trueong hop lira dao do nguoi dung Internet Viét Nam phan
anh ve Trung tam Giam sat an toan khong gian mang quoc gia (NCSC) qua hé thong tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phén tich cé nhiéu truong hop lira dao

gia mao website cua ngan hang, cac trang thuwong mai dién tur...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghicha
dv-ca-nhan-vpbank.com Website gia mao Ngan hang TMCP
1 nang-cap-vip-vpbank.com L h
Viét Nam Thinh Vuong
dv-nang-cap-vpbank.com
. Website gia mao Ngan hang TMCP
2 nanghanmucthevib.com Quéc té Viet Nam
tikivn.in
3 dadw22.com Website gia mao san TMDT Tiki
z1a963.top
Website gia mao Ngan hang TMCP
4 shvnb.kfcvnpay.com Sai Gon — Ha Noi
5 vayagribank.online Website gia mao Ngan hang nong
vayvontheoluong.site nghiép va phét trien ndng thon
6 shoplazada.net Website gia mao san TMDT Lazada
7 quydautuv!ngroup.com Website gia mao Tap doan Vingroup
vingroupinvest.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. D6i véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bdo mat tu dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang sir
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tAn cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mé cac céng
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bd hé thong mang néu co dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




