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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT Mustang Panda nhiam vao chinh phu
Philippines trong bdi canh cang thing tai Bién Dong.

- Canh béo: Bot Telekopye trén Telegram duoc sir dung béi cac ddi twong tin
cong dé thuc hién hanh vi lira dao dién rong.

2. Piém yéu, 16 hong
- 474 15 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n codng lira ddao nguoi dung Viét Nam: 365 trudong hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tn cong APT: Nhém APT Mustang Panda
nham vao chinh phi Philippines trong boi canh ciing thang

tai Bién Dﬁng"

Nhom APT Mustang Panda 1a mot nhém tan
cong mang c6 lién quan dén Trung Qudc, duge biét
dén vai cac chién dich tin cong nham vao chinh phu
Philippines giita tinh hinh cing thang ctia hai qudc gia
tai Bién Pong.

Trong thang 8/2023, nhom nay da thuc hién ba
chién dich tin cong mang, chu yéu nham vao cac to
chitc & Nam Thai Binh Dwong. Cac chién dich tan
cong nay da stir dung mot sé phan mém hop phap, bao
g6m Solid PDF Creator va SmadavProtect (mot giai
phap diét virus c6 tru sé tai Indonesia), dé tai cac tép
ddc hai thong qua phuong tién sideloading. Pang chu
¥, nhém tin cong di cAu hinh malware dé gia mao luu
luong Microsoft cho cac két ndi diéu khién C&C.

Mustang Panda, con dugc biét dén véi cac tén
goi nhu Bronze President, Camaro Dragon, Earth
Preta, RedDelta hay Stately Taurus, la mdt nhom
APT Trung Quéc di hoat dong tir ndm 2012. Nhoém
nay chinh 13 thi pham cua nhiéu chién dich gian diép
mang nham vao cac t6 chtc phi chinh phu ciing nhu
céc to chirc chinh phu trén khip Bic My, Chau Au va
Chau A.

Ngudn: https:/thehackernews.com/2023/11/mustang-

panda-hackers-targets.html

Vao cudi thang 09/2023, Mustang Panda bj tinh
nghi la thi pham thyc hién chién dich tin cong nhim
vao mot chinh phu tai Pong Nam A dé phét tan ma
doc backdoor TONESHELL. Trong mét chién dich
gan day, nhom nay da st dung chién thuat spear-
phishing qua email dé giri mot tép ZIP doc hai co
chtra DLL gia mao, duoc thyuc thi bdi ki thuat DLL
side-loading. File DLL nay c6 nhiém vu thiét 1ap két
ndi téi may chu tir xa.

béang chu y, SmadavProtect da tr¢ thanh mot
chién thuat méi duoc nhom APT Mustang Panda wa
chudng dé trién khai cac ma doc nham qua mat cac
bién ph&p bao mat. Mustang Panda dugc danh gia la
mét trong nhitng nhém APT Trung Quéc hoat dong
manh m&, thudng xuyén thuc hién céac chién dich
gian diép mang nham vao cac muc tiéu lién quan dén
cac van dé chinh tri.

Trong bdi canh nay, nhém APT Han Quéc cé
tén 1a Higaisa dang tién hanh tin cong phishing
nham vao ngudi dung Trung Québc thong qua cac
trang web gia mao cac ung dung phd bién nhu
OpenVPN. Chuyén gia bao mat cho biét chién dich
nay sir dung mot bo cai dat, khi duoc thuc thi sé tai
vé mi doc viét bang Rust xudng thiét bj roi thuc thi
shellcode dé chéng debug va giai ma. Sau do,
shellcode nay thiét Iap két ndi ma hoa téi C&C voi
mot trung tim diéu khién tir xa.


https://thehackernews.com/2023/11/mustang-panda-hackers-targets.html
https://thehackernews.com/2023/11/mustang-panda-hackers-targets.html
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Canh bao: Bot Telekopye trén Telegram dwoc Sir dung
béi cac doi twong tan cong dé thuc hién hanh vi lira dao

A 99
dién rong

Gan day, mot nhom d6i tuong tin cong mang da sir
dung bot Telegram doc hai “Telekopye” dé trién khai cac
chién dich lira dao quy md 16n bing céch tao trang web,
email va tin nhan SMS gia mao. Nhém tin cong mang nay
c6 tén Ia Neanderthals, van hanh mot doanh nghiép hra dao
nup bong dudi dang mot cong ty hop phép, té chic theo
c4u tric phan cap véi nhiéu thanh vién dam nhan céc vai
tro khéac nhau.

Cac thanh vién méi cua Neanderthals duoc tuyén
dung théng qua quang cao trén dién dan ngam va sau do
moi tham gia vao cac kénh Telegram dé lién lac va theo
ddi giao dich. Muc tiéu chinh cua chién dich 1a thyc hién
mat trong ba hinh thuc lra ddo: nguoi ban, ngudi mua hoac
hoan tién.

Trong chién dich lira dao nguoi ban, Neanderthals gia
mao 1a nguoi ban va thuc hién cac giao dich véi ngudi mua
(goi 1a Mammoths) cho cac san phiam khong ton tai. Chién
dich lira ddo ngudi mua lién quan dén Neanderthals gia
mao lam ngudi mua dé kra Mammoths cung cap thong tin
tai chinh cua ho. Trong chién dich hoan tién, Neanderthals
lira Mammoths lan thir hai dudi vo boc cua viéc hoan tién
giao dich, sau do trir tién cua ho.

Telekopye hoat dong tuong tu nhu Classiscam, mot
dang lira dao duéi dang dich vu dé thu vé cho nhém dbi
tuong lira dao tong cong 64,5 tridu do ké tir khi bit dau
hoat dong vao nam 2019.

Neanderthals Iwa chon Mammoths cho chién dich lira
dao ngudi mua dya trén nhidu yéu t6 nhu gidi tinh, d6 tudi,
kinh nghiém trén thi truong truc tuyén, danh gia, sé luong
giao dich hoan thanh va loai hang hoa ho ban. Ho cling st
dung bd quét web dé lya chon Mammoth ly twong. Trong
truong hgp Mammoth mudn thanh toan tryc tiép va giao
hang tan noi, Neanderthals s€ dua ra 1y do 1a minh & qué xa
hodc phai di cong tac, ddng thoi nang cao mong mudn mua
san pham dé ngudi ban roi vao bay theo y cua ddi twong.

Neanderthals con sir dung VPN, proxy va TOR dé gir
danh tinh 4n danh va thuc hién cac chién dich lira dao trong
linh vuc bt dong san, tao trang web gia mao véi danh sach
chung cu dé lira Mammoths thanh toan phi giit chd. Chién
dich nay két hop viéc gia mao ngudi mua, cu thé hon,
Neanderthals gia lam mot ngudi mua tiém ning hoi vé chung
cu va yéu cau duogc cung cp cac thong tin bd sung nhu anh
hay hang x6m cua can nay, sau d6 cac thong tin nay s€ dugc
dbi tuong st dung dé dang 1én website gia mao dudi hinh
thirc cho thué véi mire gia thap hon so véi thi truong.

Thong tin vé chién dich lira ddo nay duoc cong bd sau
khi mét vu lira dao "qua cau rat van" (rug pull) gay thiét hai
gan 1 triéu do khi nguoi ding dau tu vao token gia va sau do
bi dbi tugng lira dao ban hét sb lugng token va rat sach tién.

Ngudn: https://thehackernews.com/2023/11/cybercriminals-using-telekopye-telegram.html


https://thehackernews.com/2023/11/cybercriminals-using-telekopye-telegram.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 474 15 hong, trong d6 c6 70 16 hong
muc Cao, 39 15 héng mac Trung binh, 01 15 hong
muc Thap va 364 16 héng chwa danh gia. Trong d6
c6 it nhat 108 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 héong trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng phé bién tgi Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi ding & Viét Nam: Nhém 02 15 hong
trong Linux, Nhém 12 15 héng trong Mozilla, 23 15

- Linux: CVE-2023-5972, CVE-2023-6238

- Mozilla: CVE-2023-6120, CVE-2023-6211, ...

hong trong  Adobe, Nhém 154 15 hong trong _ pqope. CVE-2023-47066, CVE-2023-47067, ...
Wordpress, Nhém 05 16 hong trong Apache, Nhom

07 15 hong trong Cisco, Nhom 07 I67h6ng trong IBM. - Wordpress: CVE-2023-4214, CVE-2023-26535, ...
Thong tin chi tiét vé mot s6 16 hong trén cac san

pham/dich vu phé bién tai Viét Nam cu thé nhu sau: - Apache: CVE-2023-48796, CVE-2023-43123, ...

- Cisco: CVE-2023-20274, CVE-2023-20208, ...

- IBM: CVE-2023-38361, CVE-2023-36777, ...
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Thong tin diém yéu, 16 hong

CVE-2023-47068

thuc hién tan cong tir chdi dich vy, truy
cap va thuc hién cac hanh dong tréi phép.

San = 1X; A A P £ . .
TT pham/ dich vu Ma loi quoc te M0 ta ngan Ghi chu
CVE-2023-5972 NAhom 02 'E? hogg trlong hLlnux f:ho ph‘Aep Chua c6 thong
1 Linux doi tuong tan cong leo thang dac quyén, tin x4c nhan va
CVE-2023-6238 thuc hién tan cong tur choi dich vu, truy ban vV
A S . P an va
cap va thuc hién cac hanh dong trai phép.
CVE-2023-6210
CVE-2023-6211 | Nhom 12 I8 hong trong Mozilla cho phép | Chua 6 thong
2 Mozilla CVE-2023-6213 d91 tl{’(jng 'Ean cong trgy cap va thuc hién | tin xac nhgn va
cac hanh dong trai phép. ban va
CVE-2023-47066 Nhém 23 16 hong trong Adobe cho phép
CVE-2023-47067 | doi tugng tan cong thuc thi ma tir xa, khai | D2 6 thong tin
3 Adobe théac 16i XSS, khai thac 16i SQL Injection,

xac nhan va ban
va

4 Wordpress

CVE-2023-4214
CVE-2023-26535
CVE-2023-47243

Nhom 154 15 héng trong Wordpress cho
phép doi twong tan cdng khai thac loi
CSRF, khai thac 16i XSS, khai thac 15i

ba c6 thong tin
xac nhan va ban

SSRF, truy céap va thuc hién cac hanh dong va
trai phép.
CVE-2023-48796
CVE-2023-43123 | Nhom 05 I§ hong trong Apache cho phép | Chua c6 thong
5 Apache CVE-2023-46302 d91 u{qng 'Ean cong trgy cap va thuc hién | tin xas: nhaim va
cac hanh dong trai phép. ban va
CVE-2023-20274 | Nhém 07 Ic’; hong trong Cisco cho phep
doi twong tan cong leo thang ddc quyen, | Chua cd thong
6 Cisco CVE-2023-20208 thuc hién tan cbng tir choi dich vy, kha | tin Xac nhan va
CVE-2023-20272 | thac 18i XSS, truy cap va thuc hién cac ban va
hanh dong trai phép.
CVE-2023-38361
CVE-2022-36777 | Nhom 07 16 hong trong IBM phép d6i | Chua c6 thong
7 IBM CVE-2021-39008 ufqng‘ tan cor_lg kh,al thac I(zl CSR_F, t[uy tin xac; nhaim va
cap va thuc hién cac hanh dong trai phép. ban va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

c X Biéu db thng ké thiét bi theo céng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
53.503, (giam so V&i tuan truéc 54.229)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 388 trudng hop tan cong
) ] vao trang/cong thong tin dién tir cia
Thong ké tan cong vao Viét Nam: 378 truong hop tin cong hra

trang/cong thong tin dién tir dao (Phishing), 10 trudng hop tin cong
cia Viét Nam cai cim ma doc.

Caimai doc || 10

Lira dio (Phishing) 378

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhiéu nguoi dung cac dich vy, differentia.ru: 10664 IP_ | hzmksreiuojy.ru: 232 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5165 IP | xjpakmdcfuge.biz: 145 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2506 IP xjpakmdcfuge.com: 77 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 622 1P xjpakmdcfuge.ru: 65 IP

) ’ : restlesz.su: 333 IP xjpakmdcfuge.in: 52 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tudn da c6 365 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 tikishop.ws Website gia mao san TMDPT Tiki
Website gia mao san Cong ty co
2 hethongbhx.com ohin Thirong mai Bach Hoa Xanh
3 looklazada.com Website gia mao san TMDT
Lazada
4 phone.didongvietstore.com Website gia mao Di Bong Viét
5 dichvucong.tgovn.cc Website gia nlao DICh Vi cong
Quoc Gia
Website gia mao Cong Ty Co
6 ff.memberships-garena.id.vn Phan Giai Tri Va Thé Thao Dbién
T Viét Nam
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




