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1. Tin tiec An toan thong tin

- Chién dijch tdn cdong APT: Nhom APT Lazarus sir dung 16 hong trong
ManaEngine dé trién khai QuiteRAT.

- Canh bao: Chién dich LABRAT st dung 15 hng trong GitLab dé tan cong
Cryptojacking va Proxyjacking.

2. Piém yéu, 16 hong
- 535 16 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 369 trudong hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Nhém APT Lazarus sir dung
16 hong trong ManaEngine dé trién khai QuiteRAT”

Nhom APT Lazarus, duoc cho 1a ¢6 sy hau thuan
cua Triéu Tién, da bat dau trién khai mot chién dich
méi nham vao ha tang Internet quan trong va cac to
chtrc y té tai Chau u. Theo thdng tin tir cc chuyén
gia, nhom APT nay da tién hanh cudc tan cong bing
cach khai thac 16 héng CVE-2022-47966 trong
ManageEngine ServiceDesk tir thang 1, chi trong
vong 5 ngay sau khi 16 hong nay duoc cong bo.

Théng tin chi tiét:

Nhom Lazarus da khai thac 156 hong dé xac lap
quyén truy cap ban dau, kich hoat viéc tai va chay mot
binary doc hai thdng qua quy trinh Java Runtime, tu
d6 mé dau qua trinh cai dat ma doc trén may cha bi
tan cong..

Binary nay la phién ban bién thé cia phan mém
doc hai MagicRAT, c6 tén goi la QuiteRAT.

Nhom Lazarus cling da gigi thiéu mot ma doc mai
trong chién dich nay, cé tén goi la CollectionRAT,
v6i kha nang thyc thi cac 1énh tly v trén hé thdng bi
nhiém ma doc.

Ngoai ra, theo cac chuyén gia bao mat, da xac dinh
duoc lién két gitra ma doc CollectionRAT va ma doc
Jupiter/EarlyRAT ma truée d6 da dugc xac dinh la cd
lién quan vai nhém APT Andariel APT, nhom nay
hoat dong dudi sy hau thuan caa nhom APT Lazarus.

Nguon: https://cyware.com/news/lazarus-exploits-
manageengine-to-deploy-quiterat-fd174c2c

T MagicRAT téi QuiteRAT:

Tuong tu MagicRAT, QuiteRAT duoc xay dung
trén nén tang Qt framework, mot framework méa
nguon mé da nén tang danh cho viéc phat trién @ng
dung. Pay la framework s¢ hiru cac chirc nang nhu
thuc thi ma tay y.

Tuy nhién, kich c& cua file framework chi tir 4
dén 5MB, nho hon déng ké so voi ma doc MagicRAT
nang 18MB.

Theo phan tich, su khéc biét I6n vé kich thudc
cO thé lién quan dén quyét dinh cua nhém APT
Lazarus vé viéc chi tich hop cac thu vién can thiét cua
Qt vao QuiteRAT, khac vi MagicRAT dugc tich hop
toan bo framework Qt.

Trong khi MagicRAT tich hop cac co ché duy tri
ton tai thdng qua viéc cau hinh cac nhiém vy dugc 18n
lich, QuiteRAT lai khong cé tinh nang nay. Thay vao
d6, QuiteRAT phu thudc vao may chit C&C dé cung
cap hudng dan duy tri su ton tai cia ma doc trén thiét
bi.

Tong két

Day la chién dich thir ba caa nhém Lazarus trong
nam 2023, va mot diém dang cha y 1a nhom tan cong
da st dung co sé ha tang gidng nhau cho tat ca cac
chién dich nay. Cac chuyén gia bao mat khuyén nghi
can theo ddi va phan tich cac nguy co dé cd thé ngin
chan su lay nhiém tir QuiteRAT mot cach kip thoi.


https://cyware.com/news/lazarus-exploits-manageengine-to-deploy-quiterat-fd174c2c
https://cyware.com/news/lazarus-exploits-manageengine-to-deploy-quiterat-fd174c2c
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Canh baoPhat hi€én ma dg¢c gia mao &ng dung

“OfficeNote” trén macOS”

Mot bién thé méi cua ma doc XLoader da xuit
hién trén Apple macOS. Ma doc nay bi phéat hién
dang che gidu c4c chire nang doc hai dudi vo boc cia
ung dung van phong “OfficeNote”.

Phién ban méi ctia ma déc XLoader dugc nguy
trang dudi hinh anh cua mot 6 dia théng thudng cua
Apple c6 tén “OfficeNote.dmg” va c6 chir ky cua
nha phét trién “MAIT JAKHU (54YDVSNU9C)”.

XLoader lan dau dugc phat hién vao nim 2020
va dugc xem la phién ban cap nhat cia Formbook.
Mi doc nay c6 kha ning danh cap théng tin va
keylog duoc cung cip dudi dang malware-as-a-
service (MaaS — ma doc dang dich vu). Bién thé cua
ma doc xuat hién trén macOS vao thang 07/2021 va
dugc phat tan thong qua chuong trinh Java trén file
JAR.

Theo cac chuyén gia bao mat, viéc Apple ngung
cung cap Java Runtime Environment (JRE) kém
theo macOS méi da khién cho cac tép .JAR doc hai
khong thé thuc thi trén macOS méi vi nhitng tép nay
yéu cau str dung JRE. Trong phién ban méi nhat cua
XLoader, mi doc nay da vuot qua su han ché nay
bang céch chuyén sang sur dung cac ngdn ngir 1ap
trinh C va Objective C, véi tép anh 6 dia duoc ky
vao ngay 17/07/2023. Hién tai, Apple da thu hoi chi
ky cua tép anh nay.

Mot cong ty bao mat da phat hién nhiéu déu vét
dugc tai lén trang VirusTotal trong sudt thang 7 nim
nay, cho théy su tOn tai cia mét chién dich lay lan rong
cua ma doc nay.

Sau khi thuc thi, OfficeNote hién thi mot thong
béo 16i “khong thé mé do khong thé tim thay tép gdc”.
Diéu nay 1a mot chiéu tro dé lra dao trong khi thuc té,
ma doc nay dang cai dit mot ung dung tén la “Launch
Agent” 4n trong hé théng dé duy tri viéc két nbi.

XLoader dugc tao ra dé thu thap dir liéu tu
clipboard cling nhu thdng tin trong cac thu muc cta cac
trinh duyét nhu Google Chrome va Firefox. Ma ddc nay
cling dugc ciu hinh dé chay cac 1énh ngt nham tri hodn
viéc thuc thi, tir d6 khong dé lai bat ky ddu vét nao qua
16 liéu dé tranh bi phat hién.

Theo nhan dinh tir cic chuyén gia, néu cac thong
tin nay bj danh cip co thé b rao ban cho cac dbi tuong
tan cong khac, gy ra nhitng hau qua lau dai déi véi
nguoi dung.

Ngudn: https://thehackernews.com/2023/08/new-variant-of-xloader-macos-malware.html



https://thehackernews.com/2023/08/new-variant-of-xloader-macos-malware.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 535 15 hdng, trong d6 c6 158 15 hong
muc Cao, 119 16 héng muc Trung binh, 03 15 hong
muc Thap va 255 16 héng chwa danh gia. Trong d6
c6 it nhat 63 15 hong cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 04 15 hong
trong Microsoft, Nndm 26 15 hong trong Tenda,
Nhom 09 156 héng trong Google, Nhém 47 16 hong
trong Wordpress, Nhém 07 16 hong trong Python,
Nhém 07 16 hong trong TP-LINK, Nhém 06 16 hong
trong IBM. Thong tin chi tiét vé mot sb 16 hong trén
cac san pham/dich vu phé bién tai Viét Nam cu thé
nhu sau:

Mgt sé |16 hong trén céc sdn pham/dich vu
pho bién tai Viét Nam:

- Microsoft: CVE-2023-36787, CVE-2023-36741,...
-Tenda: CVE-2023-39670,CVE-2023-39672,...

- Google: CVE-2023-4430, CVE-2023-4429,...
-Wordpress: CVE-2023-4404, CVE-2023-3604,...
-Python: CVE-2022-25024, CVE-2022-48560,..

-TP-LINK: CVE-2023-39747,CVE-2023-39751,...

-IBM: CVE-2023-38734, CVE-2023-40370,...
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Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-36787 o
CVE-2023-36741 | \nom 0416 hong trong Apple cho phep |y o 16 tin
1 Microsoft doi tugng tan cong leo thang dac quyen, wac nhan VA ban
CVE-2020-19725 | thuc thi ma tir xa, truy cap va thuc hién cac Vi
hanh dong tréai phép
CVE-2023-39670 Nhém 26 156 hong trong Tenda cho phép
CVE-2023-39672 | doi tuong tan cong thuc hién 10i Buffer Chua c0 théng
2 Tenda CVE-2023-39673 Overflow,ﬂthuc\ hién tar)Acong tor f:hol d}ch tin xacf nhgn va
vy, truy cap va thuc hién cac hanh dong ban va
trai phép.
CVE-2023-4430
o Nhom 09 15 hong trong Google cho phép fn
3 Gooale CVE-2023-4429 | 44 tuong tan cong thuc hién 15i XSS, leo t?r?l;gccgrfgr?r\]/%
g CVE-2023-4428 | thang dac quyen, truy cap va thuc hién cac ban V3
. . A an va
hanh dong trai phép.
CVE-2023-4404 o
CVE-2023-3604 | NOM 47 10 hong trong VOrapress S0 |- ey, ¢ thong
4 Wordpress phep dor tuong tan €ong leo thang dac | a0 han va
CVE-2023-28994 | quyeén, thuc hién loi XSS, truy cap va thuc ban Va
SR A P an va
hién cac hanh dong trai phép
CVE-2022-25024 .
CVE-2022-48560 | hnom 0710 hong "‘;}”9 T]thorl Cho Phep | bz ¢6 thong tin
5 Python doi wong tan cong thuc en tan cong 'gu xac nhan va ban
CVE-2022-48564 | choi dich vy, truy cap va thuc hién cac C
. A 2 va
hanh dong trai phép.
CVE-2023-39747 o
CVE-2023-39751 Nhh,om 07 15 hong trong T: 'L'r'?'.'f SN0 | Chyra ¢6 thong
6 | TP-LINK phép doi twong tan cong thuc hien tan | . nhay v
CVE-2023-39745 | cOng tir choi dich vy, truy cap va thuc hién ban Vi
LY . o an va
cac hanh dong tréai phep
CVE-2023-38734
CVE-2023-40370 | Nhém 06 156 hong trong IBM phép doi | i c6 thong tin
7 IBM tuong tan cong truy cap va thuc hién cac

CVE-2023-38732

hanh dong trai phép.

Xac nhan va ban
va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- X Biéu db thong ké thiét bi theo cdng dich vu
Tan cong DRDoS phd bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phat tan tin cong DRDoS. Trong tuan co ssom

50.012, (tang SO Voi tuan trudc 49.587) o 4
thiét bi c6 kha ning bi huy dong va tro 2o

thanh nguon tan cdng DRDoS. Céc thiét g

bi nay dang m& str dung cac dich vu NTP F T E S

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 126 truong hop tan cong
vao trang/cong thong tin dién tir cua

Thong ke tan cong vio Viét Nam: 117 truong hop tin cong hra
trang/cong thong tin dién tir dao (Phishing), 09 truong hop tén cong
cua Viét Nam A AL .
: cai cam ma doc.
Cai ma doc
Lira dio (Phishing) | 117

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé giGi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién déc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam

Nam ¢4 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 10437 IP xjpakmdcfuge.ru: 60 IP
tng dung nuéc ngoai (ca mien phi va disorderstatus.ru: 4401 IP xjpakmdcfuge.in: 65 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2086 IP restlesz.su: 282 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuge.biz: 171 IP amnsreiuojy.ru: 519 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 80 IP hzmksreiuojy.ru: 53 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong hira dao nguoi ding Viét Nam

Trong tudn da c6 369 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop lra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 macysbyi.com Website gia mao Ebay
2 VIgt.cgovn.cc Website gia mao Dich vu cong Québc Gia
vietgov5s.cc
i Website gia mao Ngan hang TMCP Phat
3 hdfn.online trién Thanh phé HA Chi Minh
4 mbbffn.online Website gia mao Ngzéri] hang TMCP Quan
5 clmm.pe Website gia mao Vi dién td Momo
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*k*k
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*k*k
3. Dbi véi cac nguy co vé tan cong tir chéi dich vy, tan cong web trong phan Théng ké nguy
co, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két ndi dén cc tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhén thirc ban than va tuyén truyén cho ban be, ngudi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




