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1. Tin tiec An toan théng tin

- Chién dich tan cong APT: Nhém APT FIN7 sir dung ransomware ClOp
trong dot tan cdng mai.

- Canh b&o: Phét hién hon 8.9 triéu dién thoai Android trén toan thé gisi bi
lay nhiém ma doc méi.

2. Piém yéu, 16 hong
- 502 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira ddo ngudi dung Viét Nam: 278 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhom APT FIN7 sir dung ransomware Cl0p trong dot

A A , .77
tan cong M

Théng 04/2023, cac nha nghién ctru da phat hién
ra nhom tin cdng APT Sangria Tempest
(ELBRUS, FIN7) bit dau hoat dong tro lai ké tir
sau chién dich tan céng ransomware bit dau tir cudi
nim 2021 va nhém tan cong APT FIN7 da trién
khai ransomware ClOp (hay con dugc goi la Clop)
trong cudc tn cdng gan day. Cac ddi turong sir dung
tap lénh PowerShell POWERTRASH va tai xuéng
backdoor Lizar trén céc thiét bi bi xam nhap. biéu
nay cho phép ddi twong tin cong chiém quyén truy
cap trong hé thong muc tiéu, str dung OpenSSH va
Impacket dé trién khai ransomware Clop.

Hoat dong ké tir nam 2012, FIN7 (hay con duoc
biét dén vai tén goi Carbanak, ELBRUS va ITG14)
da st dung cac dong ransomware khac nhu Black
Basta, DarkSide, REvil va LockBit, Maze va Ryuk.
Nhom tan céng APT FIN7 nhiam muc tiéu vao cac
t6 chirc bao gom cong ty phan mém, truyén thdng,
dich vu dam may, y té, giao thdng van tai.

Nguon:

Ngoai ra, chién thuat tan cong duoc sir dung
trong playbook cua FIN7 Ia thanh Iap cac cong ty
bao mat gia mao Combi Security va Bastion Secure
dé tuyén nhan vién thyc hién cac cudc tan cong
ransomware.

Theo cac nha nghién cuu, viéc FIN7 sur dung
mi doc POWERTRASH dé cung cip backdoor
Lizar (hay con duoc biét dén véi tén goi
DICELOADER hoac Tirion) lién quan dén cac
cudc tan cong khai thac 16 héng bao mat CVE-
2023-27532 (diém CVSS: 7.5) ¢ muc anh huong
Cao trong phan mém Veeam Backup & Replication
cho phép ddi twong tan cdng gianh quyén truy cap
va thuc hién cac hanh dong trai phép.

Céac cuoc tan cong méi cua FIN7 sir dung
nhiéu ransomware khac nhau nham thay doi chién
luge téng tién, chuyén tir danh cip di lidu thé tin
dung sang tan cdng tong tién nguoi ding. Cac ca
nhan, t6 chiic can thudng xuyén thuc hién kiém tra,
ra soat va cap nhat cac ban va dé phong chdng,
giam thiéu cac nguy co bi tan cdng mang.

https://thehackernews.com/2023/05/notorious-cyber-gang-fin7-returns-clOp.html
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Tin tiec An toan thong tin

Canh bao: Phat hién hon 8.9 tri€u dién thoai Android trén

p /{ -r. ° pal =X ~ A r',,
toan the gidéi bi lay nhiem ma doc méi

Nhom tan céng Lemon Group hién dang nd luc
khai thac hang triéu dién thoai théng minh Android
bi lay nhiém ma doc nham bién cac thiét bi nay thanh
proxy mobile, day 1a cong cu danh cap thdng tin va
ban tin nhan SMS, kiém tién trai phép thong qua tai
khoan mang xa hoi va nhén tin tryc tuyén, gian lan
quang céo theo mdi lan click chuot (Click Fraud).

Hién da c6 hon 8.9 triéu thiét bi Android bj lay
nhiém, dac biét 1a cac dong dién thoai gia ré tap
trung cha yéu & My, Mexico, Indonesia, Thai Lan,
Nga, Nam Phi, An P9, Angola, Philippines va
Argentina.

Nhom tin cong nay dang mé rong cudc tin
cdng nham vao cac thiét bj 10T dwa trén Android
khac nhu Smart TV, Android TV box, phﬁn mém
giai tri va ca dong ho tré em.

Ma ddc dugc phat tan co6 tén la Guerilla, duoc
phat hién lan dau tién vao nim 2018 khi cac nha
nghién ciru tim ra 15 ng dung trén Play Store cé
chtrc nang gian 1an quang cdo theo mdi lan click
chuot (Click Fraud) va hoat dong nhu mot backdoor.
Theo cac nha nghién ciru, nhdm tin cong d phat tan
ma doc nay trong 5 ndm qua va hién da lan rong trén
toan cau tai hon 180 quéc gia, voi hon 50 thuong
hiéu thiét bi di dong bi 1y nhidm.

Dau nam 2022, ma doc Guerilla duogc biét dén
v6i kha ning chan tin nhian SMS nhu mat khau st
dung mét lan (OTP) duoc lién két vai nhiéu nén tang
truc tuyén khac nhau, ngay sau d6 ddi tuong tan
cong doi tén thanh Durian Cloud SMS nham xda dau
vét caa Lemon.

MJi plugin cua Guerilla déu phuc vu mét chic

nang kinh doanh trai phép phuc vu cho nhém tin cong
Lemon Group. Mét sb plugin dugc cac nha nghién ciu
ligt ké:

Plugin proxy dé thiét 1ap reverse proxy tir dién
thoai bi nhiém va cho phép cac dbi twong tan
cdng cho thué quyén truy cap vao tai nguyén
mang cua nguoi dung trai phep.

Plugin cookie dé thu thap cookie Facebook cua
nguoi dung va théng tin ca nhan khac.

Plugin WhatsApp dé chiém phién truy cap
(Session Hijacking) va giri tin nhén tréi phép.
Plugin Splash d& phan phat quang cdo khong
chinh dang khi mé mét sb ung dung nhat dinh.
Plugin Silent dé cai dat tép APK trai phép va mo
ung dung.

Ngudi ding can nang cao canh giac véi cac tép

dinh kém va thyuc hién dy du cac budc kiém tra bao
mat can thiét trude khi nhip chudt. Ngoai ra, dé han ché
kha nang dir liéu riéng tu gdp rui ro, nguoi dung nén
can than véi nhitng yéu cau budc sao chép cac tép vao
mot thu muc ¢odng khai.

Nguon: https:/thehackernews.com/2023/05/this-cybercrime-syndicate-pre-infected.html
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Nguy co tan cong
' mang tw diém yeu,
* lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 502 15 hong, trong d6 c6 28 16 hong
muc Cao, 19 15 héng mac Trung binh, 01 15 hong
muc Thap va 454 15 hong chua danh gia. Trong d6
c6 it nhat 59 16 hong cho phép cheén va thyuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Cisco: CVE-2023-20182, CVE-2023-20183,...

l6n dén nguoi dung ¢ Viét Nam: Nhom 17 16 hong - Linux: CVE-2023-1195, CVE-2023-1859, ...
trong Cisco, Nhém 04 15 hong trong Linux, Nhom 23 - Google: CVE-2023-21104, CVE-2023-21106,...
16 hong trong Google, Nhém 78 156 hong trong - Wordpress: CVE-2023-0233, CVE-2023-0490,...
Wordpress, Nhém 04 15 hdng trong Huawei, Nhém - Huawei: CVE-2023-1692, CVE-2023-1693,...

04 15 hdng trong VMware, Nhém 09 15 hdng trong
IBM. Théng tin chi tiét vé mot s6 16 héng trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- VMware: CVE-2023-20877, CVE-2023-20878,...
- IBM: CVE-2023-28520, CVE-2022-43877,...
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Thong tin diém yéu, 16 hong

TT

_ San
pham/ dich vu

M4 16i quéc té

M6 ta ngin

Ghi chu

Cisco

CVE-2023-20182
CVE-2023-20183
CVE-2023-20184

Nhém 17 15 héng trong Cisco cho phép
dbi tuong tin cong thuc hién tan cong tur
chéi dich vu, thu thap théng tin dit liéu,
thue thi ma tiy y véi dic quyén root, truy
cap va thuc hién cac hanh dong trai phép.

Chua c06 théng
tin xac nhan va
ban va

Linux

CVE-2023-1195
CVE-2023-21106
CVE-2023-2124

Nhom 04 15 héng trong Linux (kernel) cho
phép ddi tuong tan cong thuc hién leo
thang dac quyén, danh cap théng tin dir
liéu, truy cap va thuc hién cac hanh déng
trai phép.

Chua c6 théng
tin xac nhan va
ban va

Google

CVE-2023-21104
CVE-2022-48244
CVE-2023-21107

Nhém 23 16 hong trong Google
(Chrome,...) cho phép dbi tuong tan cong
thu thap théng tin dir liéu, thuc hién leo
thang dac quyén, tan cong tir chdi dich v,
truy cap va thuc hién cac hanh dong trai
phép.

Chua c0 théng
tin xac nhan va
ban va

Wordpress

CVE-2023-0233
CVE-2023-0490
CVE-2023-0520

Nhom 78 15 hong trong Wordpress cho
phép dbi twong tin cdng thuc hién tan
cbng XSS, SQL injection, truy cap va thuc
hién cac hanh dong trai phép.

Chua c6 théng
tin xac nhan va
ban va

Huawei

CVE-2023-1692
CVE-2023-1693
CVE-2023-1694

Nhom 04 15 hong trong Huawei cho phép
d6i tuong tan cdng thyc hién leo thang dic
quyén, gay ra 16 hong trong qué trinh xir
ly dir liéu, truy cap va thuc hién cac hanh
dong trai phep.

Chua c6 théng
tin xac nhan va
ban va

VMware

CVE-2023-20877
CVE-2023-20878
CVE-2023-20879

Nhom 04 16 hong trong VMware cho phép
d6i twong tan cong thyc thi [énh tiy v, thuc
hién leo thang dac quyén, truy cap va thyuc
hién cac hanh dong trai phép.

Chua c6 théng
tin xac nhan va
ban va

IBM

CVE-2023-28520
CVE-2023-27863
CVE-2022-47984

Nhém 09 15 hong trong IBM phép ddi
tugng tan cong thu thap thdng tin ding
nhap, thuc hién tan cdng tir chdi dich vu,
truy cap va thuc hién cac hanh dong trai
phép.

ba c6 thdng tin
Xac nhan va ban
va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
53,635, (giam so Véi tuan truéc 54,292) o
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Biéu d6 thdng ké thiét bi theo céng dich vu
phé bién
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Tan cong Web

Trong tuan, c6 142 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tin cong vio trang/cdng
thong tin dién tur
cua Viét Nam

Cai ma doe h

Lira dao (Phishing) 122

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cap, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

Viét Nam: 122 truong hop tin cong hra
dao (Phishing), 20 trudng hop tan cong

cai cam ma dac.

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc.

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Outlook

Bet365

Office365

Generic/Spear Phishing

Facebook, Inc.

Danh sach IP/tén mién ddc hai c6 nhiéu két noi

tir Viét Nam

differentia.ru: 8528 IP

xjpakmdcfuge.ru:155 IP

disorderstatus.ru: 4122 IP

xjpakmdcfuge.in:196 IP

atomictrivia.ru: 1939 IP

restlesz.su: 291 IP

xjpakmdcfuqge.biz: 206 IP

amnsreiuojy.ru: 381 IP

xjpakmdcfuge.com: 151 IP

hzmksreiuojy.ru: 52 1P
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan dd c6 278 phan anh truong hop lira dao do nguoi dung Internet Viét Nam
phan anh vé Trung tm Giam sét an toan khong gian mang quoc gia (NCSC) qua hé théng
tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi cha

1 216569.com Website gia mao san TMDPT Tiki
tadmaz.com

2 _clm_m.bar Website gia mao Vi dién t&r Momo
tiawizj.com

3 vn-lottefinance.com Gia mao website Lotte
vp781l.com

4 888D biz Website gia mao, ltra dao

thuongmaidientuquocte.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service.khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢o, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao thong ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




